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Trends in Biometrics

¸ Major biometric modalities ïfingerprint, face 
recognition, and iris recognition ïare on different 
maturity and adoption trajectories

¸ Increasing disconnect between state of commercial 
technology and state of R&D 

¸ Biometrics implementations dependent on quality, 
reliability of linked / underlying identity data

¸ Liveness detection (susceptibility to spoofing) a problem 
for all modalities 



US Biometric Landscape

Strategic shift away from financial services and 
consumer use towards defense market

USG defense and intelligence requirements have been 
driving technology:

- Interoperability
- Retention
- Multi-modal
- Mobile
- Covert and/or Standoff

Significant advances in reliability and flexibility

Concept of fusion/intelligence sharing between Federal 
and state and local agencies 

Mandatory enrollment in systems 
- Border control
- DMV
- HSPD 12 and HSPD 24



Homeland Security Presidential Directive 24

This directive establishes a framework to ensure that Federal 

executive departments and agencies (agencies) use mutually 

compatible methods and procedures in the collection, storage, 

use, analysis, and sharing of biometric and associated biographic 

and contextual information of individuals in a lawful and 

appropriate manner, while respecting their information privacy and 

other legal rights under United States law.

Biometrics for Identification and Screening to Enhance National Security



Lower Risk of 

Privacy 

Invasiveness

Evaluation Criteria

Higher Risk of 

Privacy 

Invasiveness

Overt Is the system deployed overtly or covertly? Covert

Optional Is the system optional or mandatory? Mandatory

Verification
Is the system used for identification or 

verification?
Identification

Fixed Period
Is the system deployed for a fixed period of 

time?
Indefinite

Private Sector
Is the system deployed in the public or private 

sector?
Public Sector

Individual, 

Customer

In what capacity is the user interacting with the 

system?

Employee, 

Citizen

Enrollee Who owns the biometric information? Institution

Personal Storage
Where is the biometric data stored? Database 

Storage

Behavioral
What type of biometric technology is being 

deployed?
Physiological

Templates
Does the system use biometric templates, 

biometric images, or both? Images



Fingerprint / AFIS / Live-Scan

ÅPositive privacy aspects:
ï Can provide different fingers for different systems

ï Large variety of vendors with different templates and algorithms 

ÅNegative privacy aspects:
ï Storage of images in public sector applications

ï Use in forensic applications

ï Strong identification capabilities

ÅNear future
ï Contactless cooperative capture

ï Improved tactical capture 

ÅFar future
ï Contactless non-cooperative capture

ï Use of data beyond ridges for identification 



Iris Recognition

ÅPositive privacy aspects:
ï Current technology requires high degree of user 

cooperation; difficult to acquire image without consent

ï Iris images not used in forensic applications

ÅNegative privacy aspects:
ï Very strong identification capabilities

ï New tech may lead to covert acquisition

ï No vendor heterogeneity 

ÅNear future
- Improved cooperative capture via intelligent, 

adaptive sensors

¸ Far future
- Multi-person, multi-directional, non-

cooperative identification



Face Recognition

ÅPositive privacy aspects:
ï Changes in hairstyle, facial hair, position, 

lighting reduce ability of technology to match without user 

compliance 

ÅNegative privacy aspects:
ï Easily captured without consent or knowledge

ï Large number of existing images can be used for comparison

ÅNear future
- Improved ability to process online data

¸ Far future
- More FR intelligence built into sensors 

(at a distance, on the move)



Other Modalities

¸ Voice recognition
- Much more robust than conventional wisdom suggests

- Lack of sharable reference databases inhibits adoption

¸ Vein recognition
- Perceived as new in US, but has seen wide adoption in Japan 

(banking) and across Asia (1:N for test taking)

¸ DNA
- Data formats being standardized, but not yet automated 



Alternative Sensing Technologies

¸ High-resolution cameras enabling advances in FR

¸ Alternative imaging technologies drive development of 
new modalities, new approaches to current modalities

¸ Embedded RFID may complement or replace biometrics 
in certain applications

¸ Emotion sensing and intent detection can be overlaid 
with biometric technologies

- Deception Detection from Face 
Expressions (DDFE) Testing

















Real-time behavior processing and soft biometrics


