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`Identity‟ = ….

...Any answer to the questions:

Who are you ?  Who is this?



Identification:

Any means or practice to establish

someone‟ s identity

Purposes:

* Establishing rights, duties, entitlements (soc 
benefits, education, taxing, voting, etc…)

* Crime solution and prevention

* Security and access control

* Victim identification

* Establishing credentials and background checks

* Individualising and customising care, services, 
and marketing

All in order to realise societal goals/values of

trust , security , justice



A fundamental Paradox:

Identification 
is simultaneously about:

Unicity AND Classification

• your unique identity, as testified by your passport, is 
„proven‟ by virtue of the passport being part of a series 
issued by a government and proclaiming you te be a 
citizen of a particular country, that is, a member of a 
particular category. 

• A facial image or fingerprint in a police database may 
help in identifying a particular suspect, but 
simultaneously defines the person in question as 
belonging to the category of registered deviants. 



Biometrics and classification:

Identification/authentication leads to 
assigning category:

• Member/non-member

• National/non-national

• Trusted/distrusted

• Low risk/high risk

• Eligible/non-eligible 

• known/unknown

• Etc 



.
Quote:

Classifications are powerful technologies. 

Embedded in working infrastructures they 

become relatively invisible without losing 

any of that power. 

Classifications should be recognized as the 

significant sites of political and ethical 

work that they are. 

(Bowker & Star, Sorting things out. Classification and 

its consequences, MIT Press, 1999, p.319)



`Behavioral prediction‟
(≠ Is not `behavioral biometrics’ , which is about deriving an 

individual profile from `behavior‟ generated data such as 
walking, typing, in order to authenticate and/or identify)

= ‘filtering’of crowds and classification of 
individuals (in security contexts) as

Trusted/distrusted;  Low risk/high risk

based on a range of sensor generated 
data, such as body temperature, facial 
expression, heart rate, movement pattern, 
voice pitch etc.



Recent developments in Biometrics

So called `Second Generation Biometrics’:

-Multimodality

-Distant sensing

-New biometric traits: behavior, gait, but also

-‘Under the skin’ or electrophysiological 

biometrics based on ‘ECG’ ‘EEG’ a.s.o.

-Soft biometrics: automated  classification in 

sensitive categories like gender, ethnicity/race, age, 

weight, etc.



“The DHS says that [privacy] is not a

problem, since the data is never

linked to an identity and is only used

to help officers decide if a suspicious

person should be interviewed.”



• Samurai • Adabts



issues

• covert and distant nature of data capture

• body data 

• normative nature: `normality’

• interpretation of data in terms of risk, (bad) 

intentions, prediction of criminal acts



ADABTS Automatic Detection of 

Abnormal Behaviour

and Threats in crowded Spaces



Missing facial muscles make some look glum

Kate Devlin

The Telegraph, June 17, 2008

“Scientists may have 

discovered the reason why 

some people always look 

glum. 

Some humans have fewer 

muscles in their face than 

others, research from the 

University of Portsmouth 

suggests

The findings could perhaps 

explain why certain people, 

such as the character Victor 

Meldrew in the television 

series One Foot in The 

Grave, seem to have a 

permanent scowl.”
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Summary :

Behavioral prediction 

using (2nd generation) biometrics and 

video analytics

• Unscientific : proof of concept?

• Threat to open free society and integrity of 

the person – anticipatory conformity

• Social costs of false positives: new forms 

of profiling, new forms discrimination

• Inflation of the security argument.
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Thank you for your attention
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