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Mission
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Launching a PLATFORM on ethics and 

governance of personal detection 

technologies and biometrics



HIDE Consortium

CSSC  (Italy) – Coordinator

CESAGEN (UK)

NUS (Singapore)

UNI-LJ (Slovenia)

FRAUNHOFER (Germany)

IBG (USA)

OPTEL (Poland)

SAGEM (France)

THE HASTING CENTER (USA)

ZUYD (The Netherlands)
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HIDE Structure
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Platform

Final Conference

2 International Workshops

3 Policy Forum

4 Focus Groups



Some figures about the project…

4 Focus groups
1) PET
2) Technology Convergence
3) Interoperability
4) Embedded technology

3 Policy Forum
1) Outsourcing
2) Bodily Issues
3) Privacy

67 experts involved in total, from 16  different countries, representing the whole
value chain, say, academia, industry, public and regulatory authorities, users, 
and European Commission
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Some figures about the project…

• 4 Ethical Briefs
• 3 Policy Papers
• 1 joint Report with the RISE project (ETHICS 

OF BODY SCANNER)
• 1 joint paper in reply to the EC consultation

on Privacy and DP directive
• 5 papers in academic journals
• 19  presentations in international

conference
• 2 tutorials organised in the Biometric

Summer School of Alghero
• 10 issues of the Newsletter with 222 

subscribers
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Recognition
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Detection

Detection,  which answers the  question “Is  

there any human being here?” Actually 

detection is not a true form of recognition 

because it does not associate – at least 

immediately – a person with an identity. 

However  detection is usually preliminary 

to recognition (you need first to ascertain 

someone’s presence before recognizing 

him), and detection is usually carried out 

with the same technologies which are used 

for other forms of recognition.
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Authentication

Authentication (or verification), 

which answers the question “Are 

you who you claim to be?”  (this 

question could be also formulated 

as “”have you the right to stay 

where you actually stay?”). 

Authentication implies to confront 

the  person with the identity he 

claims in order to verify this claim. 
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Identification
Identification ( or positive 

identification), which answers 

the  question “who are you?”. 

Identification implies to 

confront a person with a great 

number of identities, in order 

to establish what identity can 

legitimately be associated to 

that person. 
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Screening

Screening (or negative 
identification), which answers the 
question “Are  you the person that 
you say you are not?” Screening 
implies that the person is 
confronted with a number of 
identities with the aim of failing to 
associate any of those identities 
with that person. You are 
“negatively” recognized as  not 
being part of a given list of 

individuals.
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Persons and Identities

All kinds of recognition are  based on 

probabilistic inferences, say, they can 

be represented by probabilistic  

relationships between persons and 

identities.  

Given an actual person, a Bayesian  

network can be used to compute the 

probabilities of the association of  that 

person with an identity. Efficient 

algorithms exist that perform these 

inference in a variety of cases, and 

according a variety of variables.  
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Categorisation

Additionally any person can be also 
ascribed to one or many sets of 
persons, say, he can be 
categorized. 

Categorization may work in parallel 
with individual recognition, 
becoming a tool for refining 
recognition.

Categorization can be also carried out 
independently from recognition 
when one does not need to 
ascertain identities but only access 
rights or alike.   
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Why communities and organizations need to recognize

individuals?

To allocate rights and duties (eg, tax, and vote) To predict social behaviors (eg contracts)
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In modern states who needs this?

Bureocracy (all) Police  and Intelligence
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Why do we automatize these activities?

Effectiveness (nr of individuals) Boring and ripetitive 
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DON’T CONFUSE SURVEILLANCE WITH BUREOCRACY
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