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Mission

Launching a PLATFORM on ethics and

governance of personal detection
technologies and biometrics
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HIDE Structure

4 Focus Groups

3 Policy Forum

2 International Workshops

Final Conference
R 7
Plattorm
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Some figures about the project..

4 Focus groups
) PEI
Z2)  Technology Convergence

3) Interoperability
4)  Embedded technology

3 Policy Forum
[)  Outsourcing
Z2)  Bodily Issues
3) Privacy

b7 experts involved in total, from |6 different countries, representing the whole
value chain, say, academia, industry, public and regulatory authorities, users,
and European Commission



Some figures about the project..

4 Ethical Briefs
3 Policy Papers

| joint Report with the RISE project (ETHICS
OF BODY SCANNER)

| joint paper in reply to the EC consultation
on Privacy and DP directive

2 papers in academic journals

|9 presentations in international
conference

/ tutorials organised in the Biometric
Summer School of Alghero

|0 issues of the Newsletter with 222
subscribers

Not the Final Word

ihoug\thj 5is the final issue of

HIDE project, itis not the final word

abwﬂweﬂ\im]a:dpﬂvacy con-
cems regarding biometric technolo-

gies. Through fcus mPﬂrP“"-‘Y
ut  forums, and problem-solving work-

shops, HIDE pariners have estab-

lished anmsdng dialogue amung

Qctober 8, Zuyd University will hold
afocus group meeting on embedded
technology in Maastricht, the
Netherlands. And a final HIDE con-
ference will be held in late
early 2011. Information about these
and other meetings, as well as final

2010 ar

project reponts, can be found on the
HIDE Web site

I'; € Inldmu\hlmpnu ions of bi ume!—
ric and personal detection technolo-

gles for liberty, security, and democra-
uartery by The cy. The meeting reports reveal that
these stakeholders are commitied to

improving understanding about the 0N CJOIN

C complex ethical and privacy issues o
! R these technologies raise. Moreover, -

they share the goal of identifying

common values to serve as the foun-
hese technolo- ) e

dation for the use of t
gles in ways that help, mther than

harm, individuals, groups, and com- L E[TI0C

munities.

As the HIDE project winds down
over the next several months, the Web
site will continue to be a resournce for

Finally, to all of the HIDE pariners
who helped make Dialogue an inform-
ative spurce of information about the

metric and personal detection tech-  Merdi, Hivala, Bedankt, Thanks!

nologies. Afocus group meeting on
technology convergence was held an

? Septerber 14 in Paris, France. On
Iuié:“l FRLNEWIRH
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Summary
Reported period Month Nov 2010
First visit 01 Nov 2010 - 00:34
Last visit 30 Nov 2010 - 22:35
Unique visitors  Number of visits |[[IPSGesI Hits  Bandwidth
1422 2324 5395 24570 998.72 MB

viewed traffic * (1.63 visits/visitor) (2.32 Pages/Visit) (10.57 Hits/Visit) (440.05 KB/Visit)

Mot viewed
raffic *

* Mot viewed traffic includes traffic generated by robots, worms, or replies with special HTTP status codes.
Monthly history

ibidiatsdidad

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
2010 2010 2010 2010 2010 2010 2010 2010 2010 2010 2010 2010

Unigue Number of -
Month B B Hits

12325 14531 1.41 GB

Jan 2010 1022 1475 2779 22403 3270.89 MB
Feb 2010 972 1388 2875 19925 437.27 MB
Mar 2010 1056 1498 3996 19552 604.80 MB
Apr 2010 1083 1492 2667 18832 5o3.88 MB
May 2010 1205 1794 4454 22243 749.26 MB
Jun 2010 1021 1568 3349 16970 528.81 MB
Jul 2010 1104 1802 4006 16973 521.00 MB
Aug 2010 1041 1520 2804 13129 322.86 MB
Sep 2010 1117 1782 4465 22085 480.52 MB
Oct 2010 1246 2043 6039 20991 902.91 MB
Nowv 2010 1422 2324 5395 24570 998.72 MB
Dec 2010 109 136 286 1277 52.99 MB

Total 12398 18822 44115 218950 6.41 GB



Countries (Top 10) - Full list
Countries . Pages  Hits  Bandwidth
7 Unknown unknown 1394 68036 152.06 MB
]
United [
= States us 1127 4586 142.86 MB
|
Gmat I —
B prea gb 990 2669 291.33 MB
- |
Germany de 086 5652 219.08 MB
]
- Australia au 141 312 9.08 MB —
|
H Canada ca 70 325 6.76 MB —
]
mm Poland pl 69 287 261 MBE =—
| |
B china cn 57 88 433MB =
=
Bl rrance fr 54 408 12.40 MB =
]
] =
mm Netherlands nl c0 492 8.19 MB —
]

Others 457 3715 150.02 MB



Search Keywords (Top 10)

Full list
[ 952 different keywords _—
biometrics 116 4.3 %
hide 77 2.8 %
data 59 2.5 %
biometric 67 2.5 %
and 67 2.5 %
af 53 2.3 %
ethical 54 2 %
project 50 1.8 %
fp7 43 1.6 %
protection 43 1.6 %

Other words 2014 75.6 %



Recognition

Is there DETECTION
anyone?
A
AUTHENTICATION
Yes
A
Verified No
n He is very likely to be x
\ J
Non Verified

He cannot prove to be x

B ” Who is it?

x He is very likely to be x

He claims Is it someone Does it belong to any
to be x I know? known class of individuals?
Y r N
nﬂ !ﬂ l' ﬂ n CATEGORIZATION
o ﬂIdvem:itie_s ;i
Yes No
L » | 4
IDENTIFICATION -« » Hebelongs to Class 1 Class 2
POSITIVE NEGATIVE x ” ” x x * ” ” # “
» 4
No

He is not in my list of identities



Iy

Detection

Detection, which answers the question “ls
there any human being here?" Actually
detection is not a true form of recognition
because it does not associate - at least
immediately - a person with an identity.

However detection is usually preliminary |
to recognition (you need first to ascertain
someone's presence before recognizing |
him), and detection is usually carried out |
with the same technologies which are used

for other forms of recognition.
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Authentication

Forehead

i Crown
Upper mondnble ----= Median line
Authentication (or verification), oy ﬂ s (ysbron
which answers the question "Are N
you who you claim to be?" (this ke | = -2
. Shooul d‘::"g . -~ Scapulars
question could be also formulated Cpauiete) e

Wing-bars 2=-X=—- \ Secondories

as " have you the right to stay s;«;y____—_j-j\ _
where you actually stay?").

Authentication implies to confront

the person with the identity he -
claims in order to verify this claim. \Ax".Ti:is

Primaries
¢~ Upper tail coverts
(. Under tail coverts

\\ Primaries
\ A Z Rear edge of wing
\‘\_’ Secondaries
s

UNDER SURFACE OF WINGS

TOPOGRAPHY OF A BIRD
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|dentification

|dentification ( or positive
identification), which answers
the question “who are you?".
|dentification implies to
confront a person with a great
number of identities, in order
to establish what identity can
legitimately be associated to
that person.




SCreening

Screening (or negative
identification), which answers the
question "Are you the person that
you say you are not?" Screening
implies that the person is
confronted with a number of
identities with the aim of failing to
associate any of those identities
with that person. You are
“negatively” recognized as not
being part of a given list of

individuals.
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Persons and ldentities

© Original Artist e
All kinds of recognition are based on Reproduction fights 0bta e
probabilistic inferences, say, they can
be represented by probabilistic
relationships between persons and

identities.

Liven an actual person, a Bayesian
network can be used to compute the
probabilities of the association of that
person with an identity. Efficient
algorithms exist that perform these
inference in a variety of cases, and I'M AFRAID THE NUMBERS DON'T LTE NORTON,
according a variety of variables.
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[ategorisation

Additionally any person can be also
ascribed to one or many sets of
persons, say, he can be FEMALE

cateqorized.

Lateqorization may work in parallel
with individual recognition,
becoming a tool for refining
recognition.

Cateqorization can be also carried out
independently from recognition
when one does not need to
ascertain identities but only access
rights or alike.
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Why communities and organizations need to recognize
individuals?

To allocate rights and duties (eg, tax, and vote) To predict social behaviors (eg contracts)
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In modern states who needs this?

Bureocracy (all) Police and Intelligence
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Why do we automatize these activities?

Effectiveness (nr of individuals) Boring and ripetitive
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DON'T CONFUSE SURVEILLANCE WITH BUREDCRACY

Use the Automatic
iDuring the Conventio

Mt A Avssin Teb

I 8 bes en e ey e —




