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1. Introduction

The “Rising pan-European and International Awareness of Biometrics and Security Ethics” (RISE)
project (www.riseproject.eu ) aims at promoting awareness of the ethical aspects of biometrics
and security technologies. In particular, it seeks to deepen, enlarge, and ensure continuity in the
European and wider international dialogue already instigated at the international conferences on
ethics and biometrics organised by the EC DG Research and the US DHS Privacy Office in Brussels
and Washington DC in 2005 and 2006, respectively, both held as part of the FP6 Biometric
Identification and Technology Ethics (BITE) project.

The ethos of the RISE project is that new decisions on policy within security settings should be
supported by a global dialogue which is ethically informed. To this end, it is important that
communication between stakeholders, international actors, and policy makers is ongoing and
sustained. A number of activities help further this goal, including workshops, preparatory
meetings, and international conferences. The RISE project focuses specifically on the EU, the US,
and Asia (with a particular emphasis on India and China).

A high level workshop “Ethical and Policy Implications of Global Mobility and Security 11I” took
place in Brussels, at the European Parliament premises on 23 & 24 September 2010, hosted by the
Greek MEP Prof. loannis Tsoukalas. The workshop, chaired by Prof. Niovi Pavlidou, was organised
by the Department of Electrical and Computer Engineering, Aristotle University of Thessaloniki,
Greece, in cooperation with the RISE project coordinator, Prof. Emilio Mordini and with the great
help of Prof. Tsoukalas’ team in Brussels.

The workshop brought together different stakeholders: EU institutions, government, public sector
units, academia, industry sectors, independent non-profit interest groups, and think-tanks. The
workshop had around 50 participants (by invitation) from 15 different countries. The list of
participants appears in Appendix B.

This report presents and summarises speakers’ and participants’ discussions and contributions.
The presentations themselves are found in Appendix D while the CVs of the Chairs and speakers
are given in Appendix C.

The agenda distributed prior to the meeting is included in Appendix A.

It should be noted that the range of views and issues detailed within this report are not exhaustive
of the wide variety, range and positions that can be adopted in relation to the issues involved in
terms of biometrics technology, mobility, trust and ethics. Where possible the report aims to be as
inclusive as possible of key potential stakeholder viewpoints relevant to the issues highlighted and
explored within the context of member states, the EU and internationally in preparation for a
multi-stakeholder conference to be held by the RISE project in Brussels, December 2010.


http://www.riseproject.eu/�

2. Framework and Objectives of the Workshop

Globalisation and the ongoing development of the information society introduce not only new
challenges but also new opportunities with respect to mobility. Such mobility includes the
movement of (1) bodies (people), (2) transactions (through physical actions or as captured in
data), and (3) artefacts (things associated with the individual). Traditionally, the free movement of
people and goods includes the movement of physical bodies or artefacts. Technologies like
biometrics are implemented to control the movement of people in order to minimise different
security threats such as illegal immigration and criminal and terrorist attacks. But information and
communication technologies also provide new dimensions and a user-centred approach to the
mobility of people, such as through social interaction and communication in Internet
environments and in services related to the movement of capital across borders via various
e-services. Interoperable and secure identity management systems are critical for providing
e-services. Since the importance of digital identity and identity management systems is increasing
in the global context, there is substantial concern about the cyber-security of such systems.

Workshop Sessions cover issues as:

Mobility and Trust

Mobility is a basic need of citizens of our developed societies. Trade and businesses as well as
tension for well being turned our lives into a very demanding environment. The necessity for
controlling this mobility figures and create trust in everyday transactions leaded the European
commission to deal intensively with these issues.

Trust is at the core of social order and economic prosperity. It is the basis for economic
transactions and inter-human communication. The Internet and the World Wide Web are
transforming society in a fundamental way. Understanding how the mechanisms of trust can be
maintained through this transformation, is of crucial importance. Travelling abroad, purchasing
goods over internet, of creating the environment for trusted mobility in very big developing
countries have been the topics discussed in this part of the workshop.

Biometrics and Identity Management

It is a challenge to explore Individual Identity as it pertains to borders. This section explored the
range of technologies being deployed to identify people, categorise citizens and non-citizens as
well as to manage Individual Identities through databases, systems or technologies as they
interact with land, sea and air borders. Biometric technologies, entry-exit systems as well as
proposed technologies for the future including developments in new passport requirements were
presented by expert teams worldwide.

It seeks to highlight critical issues, such as data protection, privacy, the right not to be 'identified'
as well as identifying the issues that are involved in terms of proportionality and balance in
technological deployments related to Individual Identity.



Privacy and Anonymity in a networked Environment

Privacy and Anonymity is a crucial value for people, a cornerstone for self-recognition in the
individual’s environment. Data Protection Authorities try to address the fast changing
environment of rights and information exchange trying to align their practises into a pan-european
robust and reliable framework. The understanding of private and public, of personal and social is
continuously transforming the society beyond the human control possibilities. A new framework
of professional and personal living is created and it has to be carefully addressed.

Societal and Ethical Implications of Security Technology

The purpose of Ethics in Information Security is not just philosophically important, as it can mean
the survival of a business or an industry. Ethics is doing the right thing, even when no one is
looking; maintain appropriate confidentiality of proprietary or otherwise sensitive information
encountered in the course of professional activities. It is of great importance nowadays to provide
guidance on ethical behavior for Information System Security professionals, develop and maintain
guidelines for ethics relating to Information Security practices. The workshop examined the
contentious issues in policy making that must be considered. Furthermore it also aims to explore
potential formats for stakeholder contributions to policy-making and suggest formats that can
take in the multi-stakeholder conference.



3. Presentations and Discussions

The workshop program was divided into four sessions as follows:
Session 1 — Mobility and Trust

Session 2 — Biometrics and Identity Management

Session 3 — Privacy and Anonymity in a networked Environment
Session 4 — Societal and Ethical Implications of Security Technology

Each session featured several presentations and a short discussion following each presentation.
The introduction of the chairpersons was preparing the framework of the discussion while the two
keynote speeches provided a nice focus on hot topics of policy making for biometric applications.

Opening Session

The RISE Project Officer Rene von Schomberg-DG RT&D-Unit Ethics and Governance served as the
Chair for the opening session and made a nice introduction on the ethics issue for biometric
systems. Further, he thanked the team of Prof. Tsoukalas for hosting the event at the EP premises.

Then, the coordinator of project RISE, Prof. Emilio Mordini (emilio.mordini@cssc.eu) introduced
the aims of the RISE project and consortium. The goal of the RISE project is to create (1) a vision
for the implementation of biometric technology and (2) a strategic policy agenda which focuses on
the ethical issues of biometric technology in its use with humans.

Prof. Mordini made a review on various identity techniques throughout the history, from
prehistoric times until now. He showed also very valuable information on the mobility habits of
our societies and then he linked the security issue of mobility to that one of identification. He
covered also issues of digital mobility and world wide commerce and he pointed out that the basic
guestion of privacy is coming again and again to be answered.

Prof. Niovi Pavlidou (niovi@auth.gr) from the Aristotle University, workshop chair person,
introduced the goal and the conceptual framework of the workshop. She detailed on the four
sessions of the program stating that trust, privacy and security are received differently in the
various countries due to cultural differences and to political systems. But a solution of biometrics
have to be global thus we have to align our concepts and terminology to reach real solutions in
this field. She also underlined the possibility for giving to citizens the freedom to chose and adopt
the biometric application they like and thus gain experience worldwide from these group
applications.

Mr Peter Hustinx (peter.hustinx@edps.europa.eu), European Data Protection Supervisor has been
the first keynote Speaker for opening the workshop. He continued his lecture on the ideas
discussed in the previous RISE workshop providing information on the recent developments of the
European Data Protection framework. He stated that the need for data protection is increasingly
relevant due to technological change, globalisation and conflicting public interests. However, as
recently demonstrated, there is also a need to make data protection more effective in practice and
to use more creative methods to reach this result.

Although the challenges in this field are impressive, there are also some important opportunities
that should be used well. The Lisbon Treaty has provided a new and much stronger perspective for
data protection in the European Union. The right to data protection has become a binding
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fundamental right not only for EU institutions and bodies, but also for the member states when
they are implementing European law.

Other elements of the Lisbon Treaty, such as stronger roles for the Parliament, the Commission
and the European Court of Justice in the former "third pillar" area of police and justice have also
contributed to an increased focus on data protection in policy making. This focus is clearly visible
in the new 5-year program for the area of Justice and Home affairs ("Stockholm Program") and in
the activities of the new Commission, including its current Review of the existing legal framework
for data protection and the Digital Agenda. Data protection is also an important part of the
Transatlantic Agenda.

His presentation overviewed the relevant trends and the prospects for more effective data
protection in a more and more ICT dependent and globalised world, where concerns about privacy
are increasing, as citizens discover how new technologies are impacting on their lives.

There was active discussion on the topics of this speech. There was a call for the concept of
‘sensitive data’ to be clarified. The importance of measuring effects in building trust was
emphasised. The speaker highlighted that the current system of safeguards is not sufficiently up-
to-date. Impact assessments must be made before policy measures and afterwards. There was
consensus that there must be investment in government structures and a movement from
principles to practice. There should be audit trails in the system to follow a more permanent
architecture.

Session 1 — Mobility and Trust

Mr Nigel Cameron (nigel.cameron@c-pet.org), President of the Centre for Policy on Emerging
Technologies in Washington, chaired and made the introduction to the 1st session. He highlighted
a ‘crisis of confidence’ in consumers. The notion of a ‘data vault’ was raised and who would you
trust to manage your data vault: the underlying question being one of trust.

The first speech was offered by Jacques Bus (JB@digitrust.eu), DigitrustEU, Brussels, who has
worked in various parts of the Research programmes Esprit and IST in the last 6 years and, before
he left the Commission on March 2010, he was Head of Unit Trust and Security in the ICT Research
Programme.

He covered the topic on “Consumers' Confidence and Trust in the Digital Environment” pointing
out that Confidence and Trust are founding elements of all societies in civilisation. He declared
that when persons started to have commerce requiring trust between actors on a distance, writing
and print, and later electronic communications were the main tools to support this. The Internet
with the Web created however a revolution in the communication possibilities, allowing
connecting everybody. It provides easy communication between people who never met or
communicated before. Moreover, authentication mechanisms like handwriting, seals or written
signatures are not available or scarcely used.

Nevertheless it opens enormous societal and economic potential through networks and systems in
many sectors like energy, health care, media and home services, public services and others. And
indeed between sectors creating a wealth of new opportunities. Industry and consumers alike will
be the beneficiaries of this.

At the same time it opens up discussions and fears on maintaining our personal freedom, security
and privacy in a world where all information is available on everything in bit-form. Consumer
protection is in danger as services are provided through a chain of subservices established in
various jurisdictions over the world. Responsibility can often not be attributed properly on the
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Web. Identification between persons communicating on the Web is often impossible by lack of
proper authentication management.

The speaker continued stating that in the digital environment we have to give attention to (1) trust
between persons that use digital services for their communication and (2) trust of a person in
these services, the systems and networks behind it, and the legal systems governing these. For
both we need technical, social and legal tools.

Mr. Bus described the work done in the EU RISEPTIS report. The “Research and Innovation on
Security, Privacy and Trustworthiness in the Information Society” Board published its report Trust
in the Information Society in October 2009 (http://www.think-trust.eu/riseptis.html). Its
recommendations focus on four key points:

1) The problems in the digital environment need a holistic approach, including experts from
technology and innovation, end-users and societal groups, and from policy and regulation.

2) Large scale action is needed in public-private partnerships to address the problems of trust
and security in society.

3) We need to work on a legal-techno eco system ensuring sufficient transparency and
accountability to protect consumers from abuse.

4) International cooperation is necessary to contain crime and protect trade.

A discussion stimulated questions on the role of cloud providers as future commodity providers
and the need for transparency, accountability and audits. The speaker justified the need for a
legal-eco technosystem so that an indicator can prove compliance with the law before proceeding.
One participant contended that trust does not just reduce complexity and end-users need to be
empowered. Education is needed to make privacy relevant for consumers. The speaker replied
that if you trust your doctor you are reducing complexities as you do not have to find medicines.
Another participant proposed that trust should not be black-boxed and education should play a
role. There is also a technical versus human definition of trust, with the technical definition more
trustworthy as we can predict it. The speaker replied that systems are trustworthy as they allow
people to make choices which system to use. A concluding view was to consider which
perspective we are viewing trust from and what sort of trust do we want. The speaker proposed
the trust we want is on that makes society more creative and we give-up trust to obtain richer
relations.

The next presentation was given by Paul De Hert (paul.de.hert@uvt.nl), Vrije University
Brussels/Tilburg University, an international human rights expert, declaring that Travelling should
be fun from a consumer perspective on mobility.

He recalled that after 9/11 states look at transportation as if it was a mater of paying taxes: "We
cannot make it fun, but we can make it efficient". we know that when travelling we are asked to
pass on data, give body samples and pass through body scanners in the name of the general
interest and in the name of our safety. Technology complements existing human checks and
controls.

He believes that the proposal is to take a fresh look at the new security apparatus and make
transportation of humans more passenger centered. Consumer Protection Law might help
complementing existing use of Data Protection Law Principles by citizen organisations. Let us
satisfy consumer needs, without forgetting the perspective of the citizen.

An active discussion followed and the speaker cautioned that we must not fall into ‘war rhetorics.’
One participant suggested that intelligence is for increasing security; whereas technology can
increase security as far as it improves intelligence. Technology is a way to increase trust, as
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empirical evidence shows that body scanners do not prevent bombings. The speaker drew an
analogy with reassurance policing and this approach is what consumers like. The
commercialisation of airport security and stratification was touched upon and opinion that if a
system compliments it is good but there is always the need to consider error-rates and a macro-
perspective.

The session went on with the lecture of Carla llten (ilten@ztg.tu-berlin.de), Technical University
Berlin, on Security Organisations — Privacy and Accountability, in a new approach to ethical
implications of security technologies looking at privacy practices beyond law and beyond
technologies and focusing on security organizations, especially how they communicate and handle
the issue of privacy.

The different security regimes of the countries were analyzed by comparing the different
situations in Germany, Finland, Israel, Poland, United Kingdom and the United States. A common
tendency of securitization, where security discourses are vehicles for new regulations was
determined in this lecture. In regard to national, transnational and global levels of threats and
threat discourses there is certainly no simple “threat determinism”. There is evidence for dynamic
processes of extension driven by interest and in need of legitimization.

Different types of security organisations and selected interviewees of each type were determined.
We can observe different types of privacy awareness among the actors in the security field. Many
actors just aim to abide by the laws, while they often see privacy as data security. Some intend to
forward privacy or even are aware of the further meaning of privacy concerning democratic
values. Evidently there is not much communication of privacy efforts towards the public. On the
one hand actors don't see the use of communication to the public, because they are business to
business producers, on the other hand the privacy-debate is often seen as difficult or even as a
threat for the image. While the public is not addressed regarding to privacy efforts, they are
blamed for their lacking privacy awareness when they give away personal data for internet
services or marketing purposes.

The speaker mentioned that it becomes clear that actors in the security realm do not feel
accountable for privacy, but they claim citizens to be even less aware of privacy issues.

Furthermore, in the security market, citizens are not clients who order security technologies, but
they are “consuming” CCTV and identification technologies. Citizens' only possibility of influence is
a public debate.

Beyond that, it is evident that between the different countries, there are different privacy notions.
While in the EU privacy includes the right of the self, the US privacy notion, mentioned in
interviews, is limited to the citizen's home. In connection with the argument of the user's own
fault (trading in data for benefits) there is evidence for a change to this privacy notion even in
Europe.

There was discussion on the network of accountability and the need for more communication. A
common concern was the need to come up with a language for concepts.

The session ended with the lectures of Pratap Reddy (pratap@nasscom.in), NASSCOM, India, who
covered issues on Cyber Forensics Training in PPP Model to help Law Enforcement Authorities
(LEA).

NASSCOM (National Association of Software and Service Companies) represents US $ 60 Billion
Indian IT and ITES-BPO (Business Process Outsourcing) industry. NASSCOM has been closely
working with the major stakeholders to create an Information Culture in India, which is
commensurate with the world standards, through its Trusted Sourcing Initiative. As a part of its
Trusted Sourcing initiative, NASSCOM set up the Data Security Council of India) in 2008 as a Self
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Regulatory Organization (SRO) to establish, popularize, monitor and enforce privacy and data
protection standards for India's ITeS-BPO industry and to carry forward the Cyber Security
Initiatives of NASSCOM. One of the important aspects of NASSCOM'’s Trusted Sourcing Initiative is
to help strengthen the capacity of the Indian criminal justice system, including the police,
prosecution and judiciary. NASSOCM and DSCI are actively working to help set up a framework for
capacity building / mentoring to effectively investigate and prosecute cyber crime cases in India.

The Indian Federal Government and the State Governments, particularly the Law Enforcement
Authorities (LEA) are trying to attempt a quantum jump from the traditional governance models to
meet the challenges posed by the rapidly growing digital governance and, e-enabled society and
the associated issues of Cyber Security. The growth of the Indian IT Industry over the last two
decades accelerated this need further. The enactment of the Information Technology Act, 2000
and its subsequent amendment in 2008, gives the whole issue legal and constitutional backing to
protect and promote issues related to Data Security, Privacy and Cyber Crimes. One of the major,
gap areas identified by the industry and government in this space is the lack of adequate capacity
in the Governments and particularly LEA to handle and address the concerns from emerging
threats to Cyber Security.

To address these concerns pertaining to Cyber Security, NASSCOM and DSCI run training facilities
at seven major cities in India, in association with Law Enforcement Authorities with industry
support to conduct capacity building and cyber forensics training programs for the LEA,
Prosecutors, Judiciary and Governments on the issues of Cyber Security, ways to respond /
investigate etc. Similarly, for the industry, the initiative organizes programs to educate the
industry members of the compliance requirements in view of the new Information Technology
Legislation and data protection and privacy legislations mandated around the world; ways to
navigate the criminal issues and the legal requirements etc. A third and most important element
of the initiative is to support Awareness Programs to the larger community on the issues of Cyber
Security and Online Safety.

Today, in India, this initiative is being seen as a credible and replicable model for taking forward
initiatives in the fast changing technology arena, with active support from Industry. Further,
NASSCOM-DSCI are working with the federal government to bring out a Manual for Cyber Crime
Investigations and SOP Manual to help replicate the experience across India. As part of the
initiative, so far, over 8000 LEA, Prosecution and Judicial authorities were imparted training in
Cyber Crimes issues, Cyber Forensics and Data Security / Information Security. In this
presentation, the participants were given an insight into the initiative, successes and challenges
being faced.

An interesting discussion ensued around the need for a holistic approach which includes trust and
accountability and seeks to raise awareness of citizens. There was debate concerning how we can
increase cooperation to facilitate PPPs and overcome the firewalling of information.

Session 2 — Biometrics and Identity Management

The second session was chaired by Gunter Schumacher (Guenter-
Egon.Schumacher@jrc.ec.europa.eu) — Institute for the Protection and Security of the Citizen, Joint
Research Centre, Ispra Italy.

He introduced the theme on ‘Biometrics and Identity Management.” He recalled questions of
control and what contribution biometrics have in situations such as successfully catching criminals.
If biometrics looks at the ‘type’ of person crossing the border, how can physiological indicators
such as a fingerprint reveal how someone is? Can technology be fooled? The theme of
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behavioural biometrics is something used to classify travelers but this may reveal aspects of
someone that others will use. Dr Schumacher draws attention to the weaknesses of current
technologies and invites a discussion of the broader scope of biometrics.

The first speech has been offered by Max Snijder, CEO at European Biometrics Forum
(www.eubiometricsforum.com), who discussed the use and wider impact of biometrics in public
administrations. A brief overview of the history and future of biometrics in different systems was
provided, after which wide variations in ID systems in Europe and the limitations of biometrics are
explored. The collection of biometric data for use in a public administration database was
approved under the Dutch Passport Act but there are questions surrounding the difference
between criminal and biometric databases in terms of negative and positive data respectively. Mr
Snijder outlined recommendations from the Council of Europe on document security and
concludes with a list of questions on the handling of biometrics for public administrations.

One participant raised the question of the lack of a common definition of identity fraud and
identity theft and whether insurance companies have derived a definition. There is a prevailing
‘liability issue’ to prevent biometrics being used for banks with the risks of both identity theft and
biometrics being hard to measure. It was questioned whether biometrics plays a critical role in
cyber bureaucracy and the key question of who is in control of biometric data. The owner of data
must be fully-empowered and be given a choice whether to use biometrics.

The second lecture was delivered by Andrzej Drygajlo (andrzej.drygajlo@epfl.ch), Swiss Federal
Institute of Technology Lausanne (EPFL), European COST Action 2101 on Biometrics for Identity
Documents and Smart Cards.

He defined Identity management as the registration, storage, protection, issuance and assurance
of a user’s personal identifier(s) and privilege(s) in an electronic environment in a secure, efficient
and cost effective manner. Today, biometrics is moving into mainstream, large-scale identity
management applications, such as increasingly important worldwide domain of biometric
authentication using travel documents, in particular e-passports. All over the world, states and
groups of states (e.g. EU) are creating the political, legal and economic conditions for deployment
of the biometrics technology in travel documents. The appearance of biometric identity
documents such as passports, visas, national identity cards, drivers' licences and health insurance
cards, has triggered a real need for reliable, user-friendly and widely acceptable automated
reference mechanisms for checking the identity of an individual. This move represents a grand
challenge in terms of technological aspects, security issues and privacy. Next-generation concepts
that streamline and secure biometric recognition, as well as authorization and trust management
technologies and tools, are needed to help mitigate potential vulnerabilities and increase
scalability and interoperability.

The aim of Mr. Drygajlo talk was to present European perspective in advancing biometrics
development as identified in the COST 2101 Action "Biometrics for Identity Documents and Smart
Cards". The main objective of the Action is to investigate novel technologies for unsupervised
multi-modal biometric authentication systems using a new generation of biometrics-enabled
identity documents and smart cards within the framework of the support to the application of the
principles of Convention 108 of the Council of Europe for the protection of individuals with regard
to automatic processing of personal data.

Many biometric technologies have evolved and there are many new products that have been or
are about to be launched. This recent market success, however, has created greater challenges, as
government and industry are more dependent than ever on robust biometric identity verification
tools and identity management principles. There are both a market pull and a technology push
that continuously bring the combination of identity documents/smart card technology and multi-
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modal biometrics to the next level of maturity. In considering the possibility of a global biometrics-
based identity verification and management system, European countries should think of electronic
identity as infrastructure, like a railway, electricity or transportation system.

The speaker went into more detail on the nature of the biometrics researched and the fact that
they are all unsupervised and the system should solve any problem from beginning to end (this is
not the case now). There is no one clear definition of privacy and there is a need for control at the
legal level.

The next lecture was delivered by Dr. Dimitrios Tzovaras (Dimitrios.Tzovaras@iti.gr), CERTH/ITI,
Greece, on “Behavioural and Activity Related Biometrics: Policy and technological challenge”.

He analyzed that contrary to old fashioned methods, such as ID cards (“what somebody
possesses”) or passwords (“what somebody remembers”), biometrics render it possible to confirm
or establish an individual’s identity based on “who somebody is”.

Established biometric systems that mostly relate with static physiological human bio-metric
characteristics fingerprint, static face images, iris, etc. exhibit a general short-coming, their
obtrusive process of obtaining the biometric features. Specifically, the subject has to stop, go
through a specific measurement procedure, which can be very uncomfortable, wait for a period of
time and get clearance after authentication is positive.

Alternatively, emerging biometric technologies, which have recently attracted the attention of
researchers, resemble more natural ways of recognizing people. Similarly to the ways or
techniques humans utilize to recognize each other (dynamic face, grim-aces, gait, movements,
etc.), they detect livingness. Specifically, they utilize behavioural and activity related biometrics
and thus they can potentially allow the non-stop (i.e. on-the-move) authentication or even
identification in an unobtrusive and transparent manner regarding the subject.

The speaker made clear that in this respect, the need for the transition from the classic biometrics
to the new concept of activity related biometrics is stated and the latest advances in the field of
behavioural biometrics are discussed.

Specifically, the latest advances in gait recognition are illustrated in the current presentation in
accordance with novel methodologies, new invariant features and the corresponding recognition
results in both verification and identification experiments.

Moreover, an innovative bottom-up concept of behavioural recognition, which utilizes an activity
related biometric system based on motion trajectories, was presented. Invariant features with
high inter-individual differences are extracted and based on them user specific signatures are
created, during the user’s interaction with environmental objects in different scenarios of
everyday life.

Among others, the aforementioned methods can be combined in a multimodal system that
minimizes the possibility of excluding people from the system due to specific disabilities (one leg,
missing fingers, etc.) and maximizes accuracy in accordance with unobtrusiveness.

The ethical issues that rise from the collecting of personal data are thoroughly discussed, while
some ideas about the policies that should be followed are proposed. Finally, possible applications
and innovative usages of such behavioral biometrics are explored and presented.

A range of questions arose from this presentation. One participant asked how it would work if you
were normally active and then were sleepy. The speaker stressed the role of the ‘confidence
factor’ given to specific modalities and extracted from signals so that the environment is
controlled 100%. Debate surrounded the scalability of these technologies and whether this was
even a requirement. The speaker replied that the goal is to add extra modalities to enhance
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existing static modalities. Scalability may not be a requirement as biometrics can be used very
simply and the target may be a controlled environment (eg. home). One participant considered
whether the data could be encrypted instead and require a key to overcome privacy concerns of
the database. The speaker noted the Turbine Project and on-going studies on how to combine a
key with biometrics.

The session continued with Peter Burgess (jpeterburgess@me.com), The Peace Research Institute
Oslo (PRIO), who discussed the relationship between trust and technology. After outlining the
concept of trust as a ‘replacement for certainty’, he provided a typology of trust comparing trust in
things and trust in people. Professor Burgess discussed the contractual nature of trust and role in
analysing security. It is nearly impossible to map trust to technological means, yet to mobilise
biometrics we need to allow trust. A paradox of ‘security and trust’ is discussed as we cannot seek
security in trust, yet trust is essential in security. An overview of the limitations of trust is followed
by a discussion of the relationship of trust between risk, security institutions and technologies. He
concluded his presentation by proposing that trust is a type of ‘dependency’ on technical and
social systems and emphasises the growing importance of trust in ensuring security in Europe.

An active discussion ensued concerning the role of trust and mistrust. Questions included how a
contract can be made between a computer and a person. If this is impossible then why would we
want to talk of trust with say body scanners; why don’t we talk of mistrust? The speaker replied
that we project intentionality into machines and even though there is mistrust, we overcome this
with trust when we reach the threshold of trust building. Questions of why can technology
provoke mistrust in the first instance and is it limiting to just focus on trust, when there are other
factors such as apathy and feelings of powerlessness. When are we free to trust? Many
philosophical unknowns were debated.

Then, loannis Vakalis, Joint Research Center — Ispra —lItaly lectured on Automated Border
Crossings. The introduction of the e-passport at international level offered the opportunity to
integrate and automate the border crossing processes to a higher degree. Fast border controls
seemed possible for the ever increasing volumes of international travelers. To achieve this,
information stored in the electronic passport is processed, to authenticate travelers across
automated gates with the use of the biometric information in electronic form.

Currently face recognition is more widely used and in addition to that fingerprint when available.

The Automated Border Crossings systems are multi-component devices computerized and
networked, handling and processing large amounts of information. A great effort should be done
to protect and control the flow of the personal data included in the epassport. This requires
additional measures to increase security and protection of the handled data.

Mr Vakalis received some questions on the joint actions needed to promote mobility while
minimising the risk to our security and privacy and finding a balance between values. He stated
the importance of raising awareness of the potential risks, while maintaining public trust.

Asbjorn Hovstg (hovsto@online.no), from Intelligent Transport Systems Norway discussed the
issues of Biometrics at seaborder and landborder crossing.

The speaker declared that new technologies and systems already in use in airports to increase
mobility, security and safety can also be used also at seaborders and landborder crossing points by
bringing more and better services to people.

Border Crossing Points present special public spaces were travellers, staff and authorities are all
under increased pressure and anxiety given the nature of the travel itself and the rise in security
challenges facing modern civilization. This problem has been exasperated due to the rapid
increase in the volume of multimodal travel across Europe and internationally. There is therefore a
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pressing need to address the twin objectives of increased security and an enhanced travel and
work experience at border crossing points in general.

He mentioned that the objectives of increased security and increased sense of convenience,
confidence and ease may at times present conflicting and difficult choices to the designers and
operators of border crossing points. Nevertheless, it is essential that both are addressed in a new
framework for the co-design of such border crossing points of the future. The realization of this
need is also addressed in the current Call for Proposals for Security in Framework Programme 7.

A key component to security and convenience at border crossing points is the identification of
people and objects throughout their passage within the border spaces. Many projects have been
funded on providing new technologies and methodologies towards an integrated solution to
Identity Management for Air Travel — a coordinated approach to passenger and personnel
biometric authentication aimed at the tracking of people and possessions to ensure end-to-end
monitoring and guidance. The resulting objective increase in security and subjective enhancement
of the feeling of safety and convenience would together provide a more substantially improved
service fit for the future expansion of air travel.

The technology of biometric recognition has proved to be of value in a range of applications,
including travel documents and access control. However, their applications at the border crossing
points have so far been piecemeal and fragmented. Lack of a coherent approach within the border
space and lack of standardized procedures between border crossing points have led to
unsatisfactory experiences that, if left unchecked, may hamper the future deployment and
acceptability of such technologies.

Mr. Hovstg pointed out that an integrated approach and standards-based technologies and
procedures should be made throughout the border crossing arena (and beyond), using biometrics
integrated with other identity tokens such as RFID tags. In such an Intelligent Border Crossing
Point concept the passenger will have confidence that his or her identity is known, monitored, and
protected throughout his passage while his or her private information is protected.

A clear legal framework based on existing national and international regulations ethics, policy and
social implications at the various components of the infrastructure at border crossing point should
be prepared for changing rules of what defines private and public spheres, privacy and data
protection and it is challenging most current ethical, social and political standards

The speaker received questions on the unified approach needed, in order to protect also other
values, especially privacy. The right to privacy is the main value at stake, but it concerns also other
values, for example maybe some special group needs, such as, for example, of disabled people, if
they are involved.

The session ended with the lecture of Prof. Margit Sutrop (margit.sutrop@ut.ee), Centre for
Ethics, Tartu University, head of the Institute of Philosophy and Semiotics, and the founding
Director of the interdisciplinary Centre for Ethics at the University of Tartu.

She gave a nice philosophical perspective of identity management stating that the question of
identity is not only an intriguing philosophical issue but also an urgent question of politics and
governance. Many open questionstill are around, such as:

1) Biometrics is not interested in which person you are but what type of person you are
2) Genetic databases is an open consent issue, while Biometric databases is a no consent point

3) Who decides on the public interests? Is public interest a priori in opposition with individual
interests?
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4) Why not to let the individuals determine what is in their best interest? Why does the state
determine it for the people?

The public debate on biometrics should enable people to express their personal interests and
understand public interests as their personal interests.

The speaker received questions on the identified risk related to the naive demand for the security
of citizens through any means and the shift from protection state to control state that results in
the criminalisation of society, a more efficient fight against terrorism, and increasing non-human
procedures. Non-human control leads to mistake failure, where a simple mistake can change or
erase identity.

Session 3 — Privacy and Anonymity in a networked Environment

The third session was chaired by Benedicte Havelange (benedicte.havelange@edps.europa.eu),
European Data Protection Supervisor Office, Legal Advisor.

In her introductory speech she gave an overview of the theme of the workshop on ‘privacy and
anonymity in biometrics’. A key question to be addressed is how biometrics can be made more
privacy compliant. Ms Havelange draws the analogy of biometrics being like fireworks: pretty but
potentially harmful. There are inherent dangers in biometric systems and they are error prone
which must be taken into account to protect consumers. There is the possibility for exclusion as
some people cannot get involved in the application of biometrics. This requires the Data
Protection Authorities to take responsibility in order to raise awareness and provide help.
However, there is also a need for technology for privacy-friendly solutions. Policy makers need to
be aware of the risks and to gather knowledge in order to make informed decisions more
favourable to consumers.

Following, the second Keynote Speech of the Workshop has been offered by Professor loannis
Tsoukalas (ioannis.tsoukalas@europarl.europa.eu), MEP, who hosted the workshop at EP
premises.

Professor Tsoukalas discussed key issues of privacy and anonymity in the information society. The
EU Parliament should be adequately informed and must safeguard against issues surrounding the
internet. Professor Tsoukalas explored changes in the definition and application of biometrics and
proposes that the notion of individuality is at stake as the EU has made concessions as a matter of
principle. After exploring the balance of privacy and security, the protection of privacy arms race
is described as a 21% century cold war’ between security and data protection. The presentation
highlighted the issue of technology design for quantity and not quality, and calls for a complete
‘framework’ on data protection. To conclude, recommendations for privacy by education and the
empowerment of individual citizens were outlined.

An active discussion followed, with the speaker looking to discuss a model of education further in
the EU Parliament. It was questioned whether education is actually on the agenda of people and
how to educate policy makers and through which dissemination channels. There are demographic
and cultural differences on how privacy is approached. The speaker confirmed that the education
model is not to tell people what to do but rather to inform people of the risks. The notion of
whether privacy is dead was debated and whether to have privacy-friendly default settings. When
asked if Parliament play a role in the private sector, the response was that you need to answer the
guestion ‘is policy producing economy or is economy producing policy?’. One participant
suggested we are losing the feeling of duty and politeness and not losing privacy as these
characteristics used to mitigate the infringement of personal data. The speaker noted that we are
‘self-referential’ now and scientific truth and beauty merge.
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The next lecture was delivered by Vasilios Zorkadis (zorkadis@dpa.gr), Hellenic Data Protection
Authority, Greece. He discussed on Biometrics-based authentication and identification from a
privacy protection perspective.

He pointed out that biometric technologies are increasingly used as main components of
authentication, identification and classification systems, which in their turn are used in various
procedures and applications, as for instance for the access control to areas and premises, or for
checking the authenticity of travel documents and the safe management of residence permits and
visas for aliens. Biometric techniques vary according to the physiological or behavioural
characteristics used and according to the degree they satisfy the desired properties of universality,
distinctiveness, permanence, collectability, performance, acceptance and resistance to security
breaches. Especially, the property of acceptance indicates the extent to which a biometric
technology is accepted by the intended users in order to be of practical value.

From a data protection point of view, biometric templates or identities are regarded as personal
data, even if they are encrypted or coded by means of one-way hash functions. Therefore the
operation of biometric systems is subject to privacy protection legislation. In EU according to
Directive 95/46/EC and the opinion and the working document issued by the Article 29 Data
Protection Working Party, the main legal requirement is the obligation to respect and fully comply
with the principles of purpose and proportionality, meaning that for a concrete processing
purpose the use of biometrics may be considered lawful if there are no other means less privacy
intrusive to achieve this purpose. In addition, biometric data must be adequate, relevant, not
excessive in relation to the processing purpose, accurate and kept up to date, security measures
must be taken and the processing of sensitive data is prohibited and only in exceptional cases
allowed.

In Greece, the Data Protection Authority has issued numerous decisions on biometric systems
after taking into consideration the above principles. There is a distinction between the cases that
concern research of biometric systems and the cases that concern operation of biometric systems
in real world conditions. More specifically, the Authority, considering that research is the
processing purpose, examines further the principle of proportionality, taking into consideration
the way and the period of the experiments that should be scheduled so that the fundamental
rights of the participants are not affected. On these grounds, recently three pilot biometric
systems were approved. On the contrary, when the operation of the biometric system is carried
out in real world conditions, the proportionality of the processing is considered in relation to the
intended purpose with decisive criteria the crucial character and the safety requirements covered,
the privacy-friendliness of the biometric system and the security measures taken. In this way, the
operation of authentication systems based on biometrics, such as hand geometry, fingerprint, iris
scan and facial analysis for the access control of employees into premises requiring high security
standards (highly critical operation areas) was approved, while the operation of such systems for
mere punctuality and assiduity control of employees were rejected.

From a data protection perspective, privacy-friendliness of biometric systems is an imperative
requirement. Besides limiting the functionality of biometric systems to authentication and
classification, i.e. avoiding the use of biometrics for identification and monitoring, biometric
systems should be designed in a way that the creation and processing of identifiable data are
eliminated or at least minimized. Soft biometrics should be selected as the partial biometric units
of multi-modal ones, such as facial recognition, voice and hand geometry analysis, as opposed to
retina, fingerprint and iris scanning. Data should be stored in cards carried by their users, or even
better the whole system should be incorporated in a card, thus enabling them with self-
determined control over where to use it. The use of a biometric-based authentication system
should be limited to a single application, database or domain, otherwise the derived identity
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becomes a unique identifier facilitating privacy-related attacks, such as linking actions to the same
person, profiling or even function creep.

In conclusion, applying the principle of privacy by design, including the conduct of privacy impact
assessments, would lead to privacy-friendly biometric systems. Undoubtedly, biometric identities
contradict to the notion of anonymity. However, pseudonyms derived by means of privacy-
preserving soft biometric systems may contribute to more convenient and efficient digital
environments, where user identity verification is necessary.

There was commendation from the audience for Greece’s general policy to facilitate research in
biometrics. One participant questioned why ‘working access’” was not approved. The speaker
replied that access rights are only for a limited number of people. There was interest in the future
of pseudonyms.

The session ended with the presentation of Cagatay Karabat (cagatay@uekae.tubitak.gov.tr),
National Research Institute of Electronics and Cryptology, Turkey, on “Biometrics and Biometric
Security”.

Mr. Karabat illustrated that with the development of computers, Internet and applications that
require access control mechanisms, i.e. authentication and verification processes, the number of
the number of things that users have to remember (i.e passwords), increased enormously. Thus,
users cannot generate and remember sufficiently strong passwords, that is difficult to guess or
cheat, for various applications. An alternative approaches depend on biometrics-based
authentication and verification systems that use physiological and/or behavioral traits (e.g. face,
fingerprint, iris). The biometrics, however, has privacy and security problems inherently and these
problems prevent their wide-spread usage. To mitigate such security and privacy problems,
biometric hashing methods are suggested in the literature. In the first part of the talk, the
biometrics and their privacy and security problems will be discussed. In the second part , the on-
going research activities on biometrics in Turkey will be introduced. Finally, the biometric hashing
schemes and their impacts on privacy and security of biometrics will be discussed in the last part
of the talk.

Some participants raised doubts that cryptology and privacy by design is the right way as there is
no technology that cannot be overcome; there are always gaps. Therefore, we should follow a
legal and technical strategy that think together. The speaker agreed there are gaps that arise and
had particular issues from not seeing the fingerprints of some farmers in the pilot project. If the
biometric fails, they may have to only use a password or another biometric. Support from another
speaker suggested that farmers may also be illiterate and that in India, it is not mandatory to be
enrolled in a unique ID — you can choose to opt out and produce other ID credentials. The speaker
agreed that Turkey maybe can focus on other biometrics. This project is working at one with the
government in Turkey. Whilst in the EU these projects are government supported, they are
government promoted in Turkey and outside the EU therefore these countries maybe they don’t
look at breaches with the same seriousness as in the EU.

Session 4 — Societal and Ethical Implications of Security Technology

The last session was chaired by Eva-Maria Engdahl (eva.engdahl@ec.europa.eu), DG Enterprise —
Security Research and Development.

She introduced the panel discussion on the societal and ethical implications of security
technologies. Ms. Engdahl noted that with the strong focus on technology, societal aspects of
technology development were often missing in EU projects but now both social and ethical
implications are integrated into every project. Industry is also thinking of privacy by design and
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the needs of the end-user. The presentation concluded by emphasising the need to always
consider ethical and privacy aspects in technology development.

The fist speech of this session was given by Neil Robinson (neilr@rand.org), RAND Europe, UK, a
Senior Analyst at RAND Europe. Neil recently led the study for ENISA into Incentives and
Challenges for Information Sharing for CIP.

He analyzed that in the UK, the security versus civil liberties debate is often polarised between
those who argue for more stringent measures to protect the public and those who believe that
eroding civil liberties will harm society. To balance these concerns and make appropriate
decisions, policymakers must consider the possible social and economic consequences of different
security options, as well as their effectiveness. It is critical that they learn whether individuals are
willing to surrender some liberty or privacy in return for security benefits.

While there has been extensive research in this area, including surveys for the European
Commission and the UK Home Office, simple polling techniques have three major flaws: (i)
unidimensional yes/no questions lead people to polarised preferences toward absolutes, instead
of grading choices involving privacy, liberty and security trade-offs, (ii) researchers cannot quantify
the extent to which people may be willing to give up some liberties in return for greater security,
and (iii) the research cannot be easily integrated into cost-benefit assessments since it does not
provide usable economic data.

1) UK citizens are asked to submit substantial personal data with their passport applications,
ostensibly to help counter terrorism and illegal immigration. We found that while individuals were
willing to share private data for these purposes, they were reluctant to provide advanced forms of
biometric information

2) People are more enthusiastic about sacrificing some privacy or liberty to gain additional
security in public places. This may be due to familiarity: in contrast to the somewhat abstract
issues involved in submitting and sharing passport data, security mechanisms such as closed-
circuit television (CCTV), X-rays and body searches are easy to envisage.

3) The practical challenge for those shaping security policy is whether and how to accommodate
the views of citizens in policy decisions. Economic appraisal of the value of civil liberties is
controversial, but our research shows that it is possible to obtain and monetise the preferences of
citizens and bring objectivity to a highly charged and emotional debate. Our findings highlight
areas where policy and preferences differ, to help policymakers assess the broader social,
economic and behavioural costs of new measures and evaluate whether the potential costs of
ignoring preferences outweigh the benefits.

An active discussion ensued which prompted questions on the role of the ‘people’ in such a study.
It was proposed that the public cannot think of long-term perspectives, whereas governments do
think of the long-term perspectives. It is likely that most people interviewed will not have a clue
about the topic and this renders the results worthless; there is no consideration for the
knowledge-level of people as less-informed people will be more sceptical probably. The speaker
assured that they tried to make sure all respondents were equally told the same information
before but that some interesting points were raised.

The last speech in the session was given by Aljosa Pasic (, aljosa.pasic@atosresearch.eu), Atos
Origin, Spain.

He stated that a set of regulations has been developed along the years to address privacy and data
protection concerns. Yet, the regulations in EU represent legal imperatives that still need to be
transposed into specific technical requirements. European security industry should have clear
guidelines for the design and development of privacy compliant solutions and services in an
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efficient manner that provides legal certainty and facilitate an efficient implementation of privacy
related requirements. These concerns are for example expressed in a White Paper of EOS
(European Organisation for Security) that its Members prepared to support European regulators in
defining, developing and implementing more specific and precise requirements. This talk will
briefly present this White Paper, before moving to a specific research projects and a possible
solution for automated privacy reconfiguration. This proposed solution uses context information
(physical environment where device is used, operational environment, policy etc) in order to
optimise configurations of privacy components: data minimization, additional step of user
validation/consent or blocking unnecessary processing.

Questions were raised concerning the need for a contextual approach and how to determine in
which context is there a procedure to make the right decision. In a context there may be different
agents who have different views on how this should be determined. The speaker noted the
concept of ‘contextual integrity’ and the new situations that present privacy concerns. It is
important to look at how consumers confronted with choices make choices and that better
security will increase trust.

The last speaker, Ben Schouten, apologized as he could not be present due to severe personal
reasons.

After that closing remarks were made by Prof. Emilio Mordini (emilio.mordini@cssc.eu),
Coordinator, Project RISE. By a note of thanks and summary of the key topics covered: liberty,
travel, mobility and security. Quotes are taken from Ithaca and the importance of having a
beautiful journey. Mr Mordini closed the proceedings by emphasising that the travel and not the
destination is of upmost importance.

4. Conclusions

The issues of global mobility and security were discussed in the conceptual framework of four
main topics: 1) Mobility and Trust, 2) Biometrics and ldentity Management, 3) Privacy and
Anonymity in a networked Environment, 4) Societal and Ethical Implications of Security
Technology. And during the one and half days of the workshop the presentations and the
discussion after them were always very alive and interesting.

The event created a lot of further questions on the hot topic of mobility, trust and biometrics
which further elaboration and which would be recommended for further discussions in the RISE
workshops and within the multi-stakeholder conference in December 2010.

(1) Mobility and Trust

There was a call for the concept of ‘sensitive data’ to be clarified. The importance of measuring
effects in building trust was emphasised.

The need for a coherent and unified approach was emphasised, but most importantly the
proportionality and the necessity of the implementation. Who should decide where and how
biometrics shall be implemented to ensure trust in a highly mobile environment? The good
example of such concerns is the policy about the central databases of passport biometrics in the
EU that is left completely in the competence of the member states. Who should participate in
these discussions and where, in order to make the difference in existing policies? The case of India
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was extensively discussed. It is the most challenging application nowadays in this field and the
obtained solutions will influence the procedures in any part of the world.

The important question to discuss was how the identity management policy can promote the
opportunity for citizens to interact with government digitally but at the same time maintaining
their security and privacy.

The role of cloud providers as future commodity providers and the need for transparency,
accountability and audits was discussed. The need for a legal-eco technosystem so that an
indicator can prove compliance with the law before proceeding was stated by a speaker and it was
very well received.

(2) Biometrics and Identity Management

Very strong technological institutes in Europe presented their activities on biometric systems
indicating the identity problems and their treatment.

The challenges involved in this area are multi-faceted and inter-linked. Also they are challenges,
particularly in relation to identities at borders, where within the context of an enlarged (and
potentially further enlarged) EU we see problems characterised by an inability of individual
member states to resolve on their own. Examples here include for example the management of
the Mediterranean area in terms of migrant crossings is an area where member state co-operation
is seen as a necessity. The borders of the European Union, or the margins of what is considered to
be the European homeland then provides a key site for exploring identity policies, the use of
technology and problems involved in these areas

The implementation of new technologies may concern the fundamental rights of citizen. How to
address those very complex issues, what kind of mechanisms could help us? The decision process
and technology development processes have to support the deliberation of the values at stake
and the ways in which we apply them.

The ethical and social impact of the developed processes and technologies need further analysis.
The aim is to find a proper balance between the individual rights and the public good.

(3) Privacy and Anonymity in a networked Environment

The notion of whether privacy is dead was debated and whether to have privacy-friendly default
settings. When asked if Parliament play a role in the private sector, the response was that you
need to answer the question ‘is policy producing economy or is economy producing policy?’ One
participant suggested we are losing the feeling of duty and politeness and not losing privacy as
these characteristics used to mitigate the infringement of personal data.

An active discussion followed, with the speaker looking to discuss a model of education further in
the EU Parliament.

The discussion showed that we have to think much more about the risks accompanied to the
actions taken in response to the citizens’ strong demand for security and transparency as it may
lead us to the totalitarian society. Democracy of the state is based on the ideal of transparency,
but the demand of total transparency may destroy the delicate balance necessary to maintain it.
In the deployment of technology, the centrality of democracy and responsibility of individual must
get enough attention, and the technology must have its proper place in assisting the man.
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4) Societal and Ethical Implications of Security Technology

Many biometric technologies have evolved and there are many new products that have been or
are about to be launched. This recent market success, however, has created greater challenges, as
government and industry are more dependent than ever on robust biometric identity verification
tools and identity management principles. There are both a market pull and a technology push
that continuously bring the combination of identity documents/smart card technology and multi-
modal biometrics to the next level of maturity. In considering the possibility of a global biometrics-
based identity verification and management system, European countries should think of electronic
identity as infrastructure, like a railway, electricity or transportation system.

A set of regulations has been developed along the years to address privacy and data protection
concerns. Yet, the regulations in EU represent legal imperatives that still need to be transposed
into specific technical requirements.

Final remarks

The event was considered as quite successful and was publicized into MEP Tsoukalas’ office
newsletters.

http://www.tsoukalas.org/newsArticle.aspx?1D=108

Prof. Pavlidou has been invited on next Monday, 27 Sept.2010, at a local TV channel in
Thessaloniki for a discussion on the event and this program has been well attended by the local
community.

A special issue was organized attracting papers from open call but also from the workshop at a
high level scientific journal. In the editorial text of this special issue reference to the RISE
workshop will be done.

http://www.thescientificworld.com

Overall more than 50 participants, stakeholders, academics, policy makers, EC staff etc from 15
countries participated lively and they expressed their satisfaction on the discussions promising a
continuation to the next event.
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[Ethical and Policy Implications of Global Mobility and Security] 23-24 September 2010

About this workshop

From Homer to Jack Kerouac, mobility has always been a special feature of western narrative.
Both the Greek and lewish cultures were “cultures on the move”, and western identity has
been chiefly built an the metaphor of the traveler {it suffices te think of Odysseus and
Abraham, the two “fathers” of western identity). The western Tdea of voyage, which underlies
both the myth of geographical discoveries and colonialism, has been challenged by new global
mohility. Global mobility means a changed perception of space and time. Many issues are
arising from a changed perception of the global space both at the level of internaticonal
institutions and of national states and individual citizens. With new Information
Communication Technologies {ICT) communication goes beyond the States and, through the
Internet global infermatien, the public sphere becomes worldwide. This implies a vast array of
new political and ethical issues, which range from privacy, to respect of body integrity and
minarity rights.

Globalisation and the develepment of the infarmation society intreduce new challenges but
also new opportunities with respect to the mobility of people, goods, services and capital. Such
mehility includes the movement of (1) bodies {people), {2) transactions {things that a person
does either as physical actions or as captured in data), and {3) artefacts {things associated with
the individual).The workshop will examine the opportunities and challenges that ICT {including
biometrics) provides far the mohility of people and infermation. The workshop will focus on:
governance, ethics and trust in the information society; ethical implications of identity
management; and privacy and anenymity in a networked environment.
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Venue, Date, Attendance

Workshop venue is the European Parliament, Room P7C050, Brussels. Workshop date is 23-
24 September 2010.

Attendance is only by invitation. In order to participate, please send a motivation letter with a
short bio note. Places are very limited. The deadline for submission is September 21.

Interventions

GENERAL REMARKS

Speakers and chairs are kindly requested to respect allotted time to ensure adequate time for
debate and conform to timetable. Chairs are urged to strictly monitor and manage time
allocation.

SPEAKERS

Speakers are invited to draw up a state of affairs for their particular topic, based upon their
own experience and expertise. Presentation should not exceed 20 minutes. Shorter speeches,
which give more time to discussion, are welcome. Speakers can use visual material
(PowerPoint presentation or slides) to support their presentation.

CHAIRS

Prior to the session: chairs are invited to contact the speakers of their session to provide them
guidance in preparing their intervention.

Opening the session: the chair introduces the main topics for the session. He/she can provide
some personal experience with the theme of the session and present his expectations
regarding this session. He/she lays the ground rules for the session, including setting the time
limits. He/she reminds the audience that there will be time for questions.

AUDIENCE

Participants are invited to pose questions and to challenge speakers. After each presentation
there will be 15 minute discussion time. Participants who want to intervene are kindly asked to
wait that the chair gives them the floor and to tell their name and affiliation. Questions and
comments should be as short as possible and in any case should not exceed 2 minutes. Also
speaker’s answers should be limited to 2 minutes. This should allow 3 or 4 Q&A per discussion
time.
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RISE

Rising pan-European and International Awareness of
Biometrics and Security Ethics

Grant Agreement: 2303889 - Start date: 01-03-2009 Duration: 36 months

RISE (www.riseproject.eu) is a 36-month project funded in the scope of FP7, which aims at promoting
pan-European and International Awareness on Ethical Aspects of Biometrics and Security Technologies.
In particular the purpose of the project is to deepen, enlarge, and ensure continuity in international
dialogue already instigated by the international conferences on ethics and biometrics organised by the
EC DG Research and the US DHS Privacy Office respectively in Brussels and Washington DC in 2005 and
2006.

RISE will set up an international dialogue initiative, which will be presented at the project’s completion.
The initiative aims at strengthening the relationship and increasing mutual understanding in a spirit of
mutual respect and equal partnership. It will provide an informal, open forum to discuss ethical,
privacy and social issues raised by biometrics and security technologies. In this way it will complement
work carried out in bilateral and multilateral forums sponsored at governmental level. It will also be
responsible for promoting a biennial conference, which should give the overall political impetus to the
dialogue.

RISE Consortium

Centre for Science, Society and Citizenship (Italy) — Coordinator
Aristotle University of Thessaloniki {Greece)

Centre for Policy on Emerging Technologies (United States)
Data Security Council of India (India)

European Biometric Forum (Ireland)

Global Security Intelligence Lic (United States)

Lancaster University (United Kingdom)

National Cheng Chi University (Taiwan)

The Hong Kong Polytechnic University (Popular Republic of China)
University of Tartu (Estonia)

COORDINATOR: EMILIO MORDINI
PROJECT OFFICER: RENE VON SCHOMBERG

CONTACT: cssc{@cssc.eu
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Workshop Convenor

Department of Electrical and Computer Engineering, Aristotle
University of Thessaloniki, Greece

The Aristotle University of Thessaloniki www.auth.gr is the largest University in Greece and is located in the city
of Thessaloniki in Northern Greece. It is a general University covering almaost all the scientific fields organized in
45 departments. The Department of Electrical and Computer Engineering provides a 5-year Engineering
diploma degree in Electrical and Computer Engineering and runs postgraduate programs which lead to M.5c.
and doctorate degrees. It also conducts research in many areas of the Electrical, Electronic,
Telecommunications and Computer Science and Engineering fields. Its laboratories cover research on:
intelligent industrial control, robotics evolutionary computation, fuzzy systems, neural networks,
parallel processing, embedded systems, sensor Networks, internet security, power systems, electronics,
programming, system architecture, microwaves, propagation, antennas, etc. The Department has a strong
group on image processing, 3D technology, virtual environments with well established international reputation.
It covers also issues of design and evaluation of broadband networks and services paying special attention on
the topic of system and network security.

The Department is participating in many research projects funded by the EU, the Greek Ministry of Industry
and Education and other funding organizations. Numerous papers have also been published in reviewed
scientific journals and conferences. Editorial activities are among the ordinary practises of the faculty
members. A series of conferences, seminars, summer schools and distance learning courses have bheen
organized by the Department the last years, most of them with a very positive international participation.

The broad orientation of the University, with all its scientific disciplines, supports greatly the collaboration
among the various faculties. For example, the interest in RISE project comes out of the collaboration of
Department of Law with the Department of Engineering. Technology and social awareness can reach always
efficient and sensible solutions. In the framework of these synergies, the Department of Electrical Engineering
is planning a very ambitious dissemination and popular science events program for the next year aiming at
extended interactions with the citizens with special focus on young people.

Contact person: Professor Niovi Pavlidou

Tel: +302310996285, Fax: +302310996312, Email: niovi@auth.gr
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THURSDAY 23 SEPTEMBER

| 08:30-09:00

REGISTRATION AND WELCOME COFFEE

OPENING SESSION
Chair: Rene von Schomberg — DG RT&D — Unit Ethics and Governance

09:00-09:15

Chair’s opening remarks and welcome from DG RT&D

09:15-09:30

Niovi Pavlidou, Aristotle University, Workshop Chair
Introduction to the theme of the workshop

Opening Speeche

s

09:30- 10:00

10:00- 10.30

10:30- 11:00 COFFEE BREAK

SESSION 1 : MOBILITY AND TRUST
Chair: Nigel Cameron, President and CEQ, C-PET

Welcome from Emilio Mordini, Coordinator of the Rise Project
Biometrics and Global Mobility: the need for a global governance

Keynote delivered by Peter Hustinx, European Data Protection Supervisor
Recent developments of the European Data Protection framework

11:00-11:15

Chair’s introductory remarks
11:15-11:30 Jacques Bus, Centre for Security, Reliability and Trust, University of Luxembourg -
Former Head of Unit Trust and Security ICT Program - Directorate-General for the
Information Society and Media, European Commission
Consumers’ Confidence and Trust in the Digital Environment
11:30-11:45 Q&A
11:45-12:00 Paul de Hert, Tilburg Law School
Travelling should be fun. A consumer perspective on mobility
12.00-12.15 Q&A
| 12:15-12:30 Daniel Guagnin, Centre for Technology and Society - Technical University Berlin
Citizens, Trust and Security
| 12:30-12:45 Q&A
12:45-13:00 Pratap Reddy, Data Security Council of India (DSCI)
Cyber Forensics Training in PPP mode to help LEA
13:00-13:15 Q&A
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13:00-14:00

LUNCH BREAK

SESSION 2: BIOMETRICS AND IDENTITY MANAGEMENT
Chair: Gilinter Schumacher - Institute for the Praotection and Security of the Citizen, Joint Research Centre

14:00-14:15

Chair’s introductory remarks
14:15-14:30 Max Snijder, European Biometric Forum
Biometrics for (e-) authentication: identity, anonymity and forensics
14:30-14:45 Q&A
14:45-15:00 Andrzej Drygajlo, Swiss Federal Institute of Technology Lausanne (EPFL), European COST
Action 2101 on Biometrics for Identity Documents and Smart Cards
Biometrics for Identity Documents and Smart Cards: policy and technological challenges
15:00-15:15 Q’A
Dimitrios Tzovaras, ITI - Informatics and Telematics Institute, CERTH - Centre for
Research and Technology Hellas
Behavioural and Activity Related Biometrics: policy and technological challenges
. 15:15-15:30 Q&A

15:30 -16:00

COFFEE BREAK

16:00-16:15 Peter Burgess, The Peace Research Institute Oslo
Biometrics, Security, and Insecurity

16:15-16:30 Q&A

16:30-16:45 loannis Vakalis, EC-JRC-Ispra, IP5C - STA Unit
Automatic Border Crossings

16:45-17:00 Q&A

17:00-17:15 Asbjorn Hovsto, Intelligent Transport Systems Norway
Biometrics at seaborder and landborder crossing points

17:15-17:30 Q&A

17:30-17:45 Margit Sutrop, Centre for Ethics of the University of Tartu

Identity management: conclusive remarks from a philosophical perspective

——
L —
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FRIDAY 24 SEPTEMBER

SESSION 3: PRIVACY AND ANONYMITY IN A NETWORKED ENVIRONMENT
Chair: Bénédicte Havelange, European Data Protection Supervisor Office, Legal Advisor

. 09:00-09:15 Chair’s introductory remarks

09:15-09:45 Keynote delivered by loannis Tsoukalas, MEP, Committee on Industry, Research and
Energy: Privacy and anonymity in the Information Society

09:45 -10:00 Q&A

10:00-10:15 Christos Geraris, Hellenic Data Protection Authority (HDPA), Greece
Biometrics-based authentication/identification from a privacy protection
perspective

10:15-10:30 Q&A

10:30-10:45 Cagatay Karabat, Turkey National Research Institute of Electronics and Cryptology
Biometrics and Biometrics Security

10:45-11:00 Q&A

11:00-11:30

SESSION 4: SOCIETAL AND ETHICAL IMPLICATIONS OF SECURITY TECHNOLOGY
Chair: Eva-Maria Engdahl - DG Enterprise - Security Research and Development (TBC)

COFFEE BREAK

11:30-11:45 Chair’s introductory remarks
11:45-12:00 Neil Robinson, RAND Europe
Is the trade off model of the relationship between security and privacy still tenable?
12:00-12:15 Q&A
12:15-12:30 Aljosa Pasic, Atos Research & Innovation, Department Director
Challenges of Context-Aware Privacy Reconfiguration
12:30-12:45 Q&A
12:45-13:00 Ben Schouten, University of Technology Eindhoven
Online Games and User Profiling
13:00-13:15 Q&A

Conclusive remarks

13:15-13:30

Emilio Mordini, Coordinator of the Rise Project

——
L —

-..29-..



[Ethical and Policy Implications of Global Mobility and Security] 23-24 September 2010

NEXT RISE EVENTS

s October 21-22, 2010, Taipei
GLOBAL SURVEILLANCE FOR SECURITY AND PUBLIC HEALTH REASONS: ETHICAL IMPLICATIONS

s December9-10 2010, Brussels
RISE STAKEHOLDER CONFERENCE AND JQINT CONFERENCE WITH THE HIDE PROJECT

e May5-6 2011, Washington DC
HIGH LEVEL MEETING ON TRANSATLANTIC POLICY ISSUES

o October {date tbe) 2011, Beijing
HIGH LEVEL WORKSHOP CN GLOBAL GOVERNANCE OF BICMETRIC TECHNOLOGIES

e December 1-2 2011, Brussels
4TH INTERNATIONAL CONFERENCE OF ETHICS AND POLICY OF BICMETRICS

...30-..



APPENDIX Il — List of Participants

~31~



Last name ‘ First name Company
Balestrieri Valeria Centre for Science, Society and Citizenship
Bellanova Rocco Vrije Universiteit Brussel -LSTS & Facultés universitaires Saint-Louis -CReSPo
Bus Jacques DigitrustEU, Brussels, Belgium
Cameron Nigel Centre for Policy on Emerging Technologies
Pratap
Chagamreddy Reddy NASSCOM, India
De Hert Paul Vrije University Brussels/Tilburg University
Drygajlo Andrzej Swiss Federal Institute of Technology Lausanne (EPFL), Switzerland
Ferreira Afonso CNRS, France
Gonzalez Fuster | Gloria Vrije Universiteit Brussel
Guagnin Daniel Technical University Berlin, Germany
Halbert Wanda Global Security Intelligence, UK
Hovsto Asbjorn Portahead, Norway
llten Carla Technical University Berlin, Germany
Karabat Cagatay National Research Institute of Electronics and Cryptology, Turkey
Kastanidou Elisavet Aristotle Univeristy of Thessaloniki, Greece
Kourkoumelis Nikolaos University of loannina, Greece
Kumar Ajay The Hong Kong Polytechnic University, Hong Kong SAR, China
Liu Hung-En National ChengChi University, Taiwan
McCarthy Paul Lancaster University, UK
Mordini Emilio Centre for Science, Society and Citizenship, Italy
Nicolini Francesca Smiths Group, Belgium
Nouak Alexander Fraunhofer
Nouskalis Georgios Aristotle University of Thessaloniki, Greece
Pasic Aljosa Atos Origin, Spain
Pavlidou Fotini-Niovi | Aristotle University of Thessaloniki, Greece
Robinson Neil RAND Europe, UK
Snjider Max European Biometrics Forum
Sutrop Margit University of Tartu, Estonia
Tavlaki Elena Arachni Ltd, Greece
Thomopoulos Stelios NCSR Demokritos - Institute of Informatics and Telecommunications
Tzaflidou Margarita Department of Medical Physics, Medical School, loannina University, Greece
Tzovaras Dimitrios CERTH/ITI, Greece
Vakalis loannis Joint Research Center — Ispra —lItaly, Italy
Venier Silvia Centre for Science, Society and Citizenship, Italy
Zorkadis Vasileios Hellenic Data Protection Authority, Greece
EC-EP-EDPS
Bots Sophie Political Adviser to Sophie In 't Veld MEP
Engdahl Eva-Maria DG Enterprise
Havelange Bénédicte EDPS
Hustinx Peter EDPS
Masucci Riccardo MEP assistant
Salieri Paolo EC DG Enterprise
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Schumacher Guenter JRC

Tsoukalas loannis MEP

van der Veen Eline Political Adviser to Sophie In 't Veld MEP
Von Schomberg | Rene DG Research

Zilio Alberto DIGITALEUROPE
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Jacques Bus
DigitrusteU, Brussels, Belgium
Jacques Bus, born in the Netherlands in 1947, studied Mathematics and obtained his PhD at the University
of Amsterdam. He worked at the Centre for Mathematics and Computer Science (CWI) in Amsterdam (NL)
for 15 years. In 1988 he joined the European Commission and has worked since in various parts of the
Research programmes Esprit and IST. In the last 6 years before he left the Commission on 31 March 2010,
he was Head of Unit Trust and Security in the ICT Research Programme. Since then he works as an

independent consultant in the same area.

Paul De Hert
Vrije University Brussels/Tilburg University
Paul De Hert is an international human rights expert. The bulk of his work is devoted, but not limited,
to criminal law and technology & privacy law. At Brussels, Paul De Hert holds the chair of ‘Criminal Law’,
‘International and European Criminal Law’ and ‘Historical introduction to eight major constitutional
systems’. In the past he has held the chair of ‘Human Rights’, ‘Legal theory’ and ‘Constitutional criminal
law’. He is Director of the VUB-Research group on Fundamental Rights and Constitutionalism (FRC),
Director of the Department of Interdisciplinary Studies of Law (Metajuridics) and core member of the
internationally well-accepted VUB-Research group Law Science Technology & Society (LSTS)

(www.vub.ac.be/LSTS). At Tilburg he holds a position as an associated-professor in the internationally

renowned Institute of Law and Technology at the Tilburg University .

(http://www.tilburguniversity.nl/faculties/frw/departments/tilt/profile/)

He is member of the editorial boards of several national and international scientific journals such as the
Inter-American and European Human Rights Journal (Intersentia), Criminal Law & Philosophy (Springer). He
is co-editor in chief of the Supranational Criminal Law Series (Intersentia) and of the New Journal of

European Criminal law (Intersentia).

Daniel Guagnin
Technical University Berlin, Germany

Daniel Guagnin is member of the Centre for Society and Technology at the Technical University of Berlin
and is part of the Research Group 'Security, Risk and Privacy'. At the moment he is working on the FP7
Project "Privacy Awareness Through Security Organisation Branding" (PATS). He studied Sociology,
Informatics, Economics and Politics at the Albert-Ludwigs University in Freiburg and finished his Magister in
january with a thesis about Free Software and its impact on the freedom of knowledge. The implications of

restrictions and freedom of knowledge will be the main topic of his PhD thesis.
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Pratap Reddy

NASSCOM, India
Mr. Pratap Reddy is presently Director, Cyber Security, NASSCOM and is responsible for implementation of
the Cyber Security Initiatives of NASSCOM through its India Cyber Labs Project which aims at capacity
building in various Government Departments including Law Enforcement and Prosecution. He is an officer
of the Indian Police Service (1991 batch, Karnataka Cadre) and is on deputation with NASSCOM since Feb,
2009. In his parent cadre he is an officer in the rank of Inspector General of Police. He has graduated in
Agricultural Engineering, Punjabrao Agricultural University (PKV) in Maharashtra in 1985 and also holds
Post Graduate Programme in Public Policy and Management from Indian Institute of Management,

Bangalore.

Max Snijder

CEO at European Biometrics Forum - www.eubiometricsforum.com
Max Snijder is one of the leading independent biometrics experts in Europe. His practical experience and
integrated approach has lead to an overall view on the biometrics and ID-management business. This includes
strategic aspects of biometrics deployments (like costs/benefits, risk analysis and business models), as well as
issues on functional requirements, use cases and processes. In the field of testing and certification of biometric
equipment and systems he plays an important role in establishing European capabilities for testing and

certification of biometric components and systems.

As CEO of the European Biometrics Forum he is chairman of the International Biometrics Advisory Council and

the annual European Biometrics Seminar. For the MTIT Project (www.mtitproject.com), the EC funded project

on interoperability of fingerprint templates, Max Snijder was responsible for the day to day project
management. He is coordinator and program manager of BioTesting Europe, a pan-European project on

testing and certification of biometric components and systems (www.biotestingeurope.eu). For the EC

JRC/IPTS he produced the report ‘Security and Privacy in Large Scale Biometric Systems’ (to be downloaded

from www.eubiometricsforum.com). He is coordinator of the BEST Network, a thematic network on biometrics

funded by the European Commission under the ICT-PSP Program (www.best-nw.eu). The network consists of

government representatives, leading experts, research institutes and industry representatives

Max Snijder is member of several high level bodies, like the Consortium on Security and Technology of the
EastWest Institute, The Porvoo Group, the CEN Working Group on Integrated Border Management, CEN
Biometric Focus Group. He is Founding Member of the IFIP Working Group on Identity Management and
member of the ePractice Working Group on elD. In 2008 he joined ThinkTrust, a European Think Tank on
“Investigating Security, Dependability, Trust, Privacy and Identity from ICT and social perspectives” (www.think-

trust.eu), funded by the European Commission. He is member of the industrial committee of the STORK Project
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(www.eid-stork.eu/). His participation to high level strategic projects like ELSA (European Large Scale Action,

preparing a European elDM infrastructure) and ESRT (European Security Round Table) brings Max Snijder to

develop and promote a vision on large scale use of biometrics for electronic services.

Max Snijder is frequently invited to act at conferences, seminars, workshops and expert meetings, such as the
Security Defense Agenda, Irish Council for BioEthics, the Dutch Innovation Platform, ESRIF, World elD,
Biometrics 2006, Homeland Security Europe 2006/2007, Fraud Europe 2007, Fraud World 2008, Advanced elD

Systems Europe 2007, the Global Biometrics Summit 2006, A Fine Balance (www.petsfinebalance.com),

IDWorld, Border Security 2010, Airport Security Middle East and many others. He lectured at the Center of

Excellence—Defence Against Terrorism (CoE-DAT) of the NATO in Ankara.

In 2004 he founded the European Biometrics Group with the purpose of bringing together the fragmented
knowledge and experience in the field of biometrics. Currently his network of experts cover all relevant areas

of biometrics, from strategic to operational, from legal to technical.

Andrzej Drygajlo

Swiss Federal Institute of Technology Lausanne (EPFL), European COST Action 2101 on Biometrics for
Identity Documents and Smart Cards

Dr. Andrzej Drygajlo currently leads the Speech Processing and Biometrics Group (SPBG) and Biometrics
Centre at the Swiss Federal Institute of Technology in Lausanne (EPFL). He conducts research on
technological, methodological and forensic aspects of biometrics and speech for security and criminal
justice applications and teaching in biometrics, speech processing and man-machine communication at

EPFL and in the School of Criminal Justice (ESC) at the University of Lausanne.

He has participated in and coordinated numerous national and international research projects and is
member of various scientific committees. In 2006 he was elected chair of the European COST 2101 Action
"Biometrics for Identity Documents and Smart Cards". The main objective of the Action is to investigate
novel technologies for unsupervised multimodal biometric authentication systems using a new generation
of biometrics-enabled identity documents and smart cards. Recently, he has been nominated Editor-in-

Chief of the EURASIP Journal of Information Security.

Dr. Dimitrios Tzovaras
CERTH/ITI, Greece

Dr. Dimitrios Tzovaras is a Senior Researcher (Grade A') in the Informatics and Telematics Institute (ITI) at
the Centre for Research and Technology Hellas(CERTH). He received the Diploma in Electrical Engineering
and the Ph.D. in 2D and 3D Image Compression from Aristotle University of Thessaloniki, Greece in 1992

and 1997, respectively. His main research interests include visual analytics, activity related and behavioral
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bio-metrics, 3D object recognition, search and retrieval, assistive technologies, information and knowledge

management, multimodal interfaces, computer graphics and virtual reality.

Dimitrios Tzovaras has been working as a Researcher since September 1999 and he has been involved in
more than 60 projects, funded by the EC and the Greek Ministry of Re-search and Technology. His
involvement with those research areas has led to the co-authoring of over 80 articles in refereed journals
and more than 150 papers in international conferences. He has served as a regular reviewer for a number

of international journals and conferences.
He is a member of IEEE and EURASIP. For a full list of Dr. Tzovaras publications please visit:

http://www.iti.gr/iti/people/Dimitrios Tzovaras.html

loannis Vakalis
Joint Research Center — Ispra —Italy, Italy

Dr. Vakalis has an Electrical Engineering Degree form the University of Thessaloniki Greece. In 1990 he
received his Ph.D. in Automation and Robotics from Case Western Reserve University Ohio USA. Since then
he worked in the private sector and he taught for two years at the Computer Science Dept. at the
University of loannina Greece. He also cooperated with the Electrical Engineering Dept. of the University of

Patras Greece.

In 1998 he joined EC-JRC Ispra Italy. In 2002 he became member of the Cybersecurity group of JRC. In 2005
he started working at the Border Security action (currently PRIMA) in the Institute for Protection and
Security for the Citizen (IPSC) at the STA (then SERAC) unit. During the years of involvement with Border
Security he participated in the following projects related, PRIME-Airport Security Controls (Infso FP6) and
ICARUS (border air surveillance) with FRONTEX.

Also he participated in the electronic passport interoperability tests series held in JRC-Ispra during the

years 2007-09. He contributed to a number of publications and reports.

Asbjorn Hovstg
Intelligent Transport Systems Norway

Asbjorn Hovstg, Norwegian expert on ICT, Security, Biometrics,IdM, ITS, IdM and RFID-/sensor-based
systems

Telephone/mobile: + 47 951 48828

Email: hovsto@online.no

Education

BSc Information & Communication Technology, University of Agder, NO, 1978
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In company programme on Project Management, Henley Business School, UK, 1999-2000

Into Practice

2010 SINTEF IKT

w Project coordinator, ICT Call 6 — Field Operational Test — Smart Tunnels, 2010
2005- Gjgvik Science Park

Security Valley, Project manager

* Project coordinator, FP7/Security — PROTERGY smartgrid proposal, 2009
2005-2010 ITS-Norway

Project Manager/Coordinator

* Project coordinator, Ambient Assistive Living — TravaTouring, 2010

* Project manager, FP6/Europe Innova: Standards; BioHealth — “Security and Identity Management
Standards in eHealth including Biometrics — Specific Requirements having an Impact on the European
Society and on Standardisation” , contract no. 031121, 2005-2008

* Project coordinator, FP7/Security AirportAhead, ICT/STREP (Field operational tests, Mobile
Wireless Sensor Network), ICT PSP (EuroPll, RFID2Health)
* Project Manager for innovation arena “Ubiqutous Sensor Networks”, Maritime Broadband Mobile

Wireless and Sensor Network Technologies
* Project manager, Security & biometrics in transports — Person ID, 2005

2006- portAhead.no

* Vulnerability Analysis, Security plans and audit for ports and transportation chain

* Experience with G&D security products

2006-2009 Standard Norway

Project Manager

* EU eTEN; Netc@rds Service for the electronification of the European Health Insurance Card, Phase
B Initial Deployment, contract no. 046240

& Advisor Ministry of Justice; National ID card biometrics

*  Delegate to ISO/IEC JTC1 Special Groups on ICT Governance and Sensor Networks

*  Norway Research Council: NorSOX— Norwegian Profile for ICT Governance

* Application to FP7 Challenge 1: Pervasive and trusted Network and Service Infrastructures —
Collaborative Project: STREP: Instant security for Citizens of Europe
* Leader, National Mirror Group Person ID/biometrics

Margit Sutrop

Centre for Ethics, Tartu University
Margit Sutrop is professor of practical philosophy, Head of the Institute of Philosophy and Semiotics, and
the founding Director of the interdisciplinary Centre for Ethics at the University of Tartu. She has studied
and worked at the Universities of Tartu, Oxford, Oslo and Constance. She is since 2004 a member of the

Academia Europaea (London), a member of the Estonian President’s Academic Advisory Board, Estonian
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National Committee of UNESCO, Estonian Council of Bioethics, Tartu University Senate and of the Clinical
Ethics Committee of Tartu University Clinic. She has been a member of the European Commission’s
Advisory Board for Humanities in the 7th FP and has worked as an independent ethical expert of the
European Commission since 2003. She has coordinated numerous national (10 grants) and international
(10 grants) R&D projects. Her current research interests are bioethics and research ethics (especially the
ethical and social issues of genetics, human genetic and biometric databases, the concept of trust in
science), normative ethics (relativism and value pluralism, moral emotions), and philosophy of education
(value education in schools). She has written more than 60 articles and edited 13 books. She was the
organizer of the previous RISE workshop “Ethical and Policy Implications of Global Mobility and Security” in

Brussels, 24-25 March, 2010.

Prof. loannis Tsoukalas
Member of the European Parliament, EPP — GR

Born and educated in Thessaloniki, loannis Tsoukalas obtained his PhD from the Aristotle University. He
carried out postdoctoral research in the UK, France, Germany and USA, focusing on the field of solid state
physics and technological materials. In 1986 he was elected Professor at the Department of Physics and
was the Founder and first Head of Department of Informatics of the Aristotle University (1995-1999). He
has served as Vice-President of the Research Committee of the Aristotle University (1999-2004) and
President of the International Relations Committee and of Ethics Committee. He has also served in the

Executive Committees of “Information Society S.A.” and “Hellenic Data Protection Authority”.

He was the Secretary General for Research and Technology at the Hellenic Ministry of Development (2004-
2008). From September 2008, he is Professor Emeritus at the Aristotle University. Currently he is a Member
of the European Parliament and more specifically a member of the Industry, Research and Energy

Committee.

Vasilios Zorkadis
Hellenic Data Protection Authority, Greece

Vasilios Zorkadis received his Diploma in Engineering from the Aristotle University of Thessaloniki, Greece
and his Ph.D. from the Faculty of Informatics, University of Karlsruhe, Germany. Since 2004, he is the
Director of the Secretariat Directorate of the Hellenic Data Protection Authority; from 1999 to 2003 he was
Head of the Auditors’ Department. He is also with the Hellenic Open University. In the past, he was visiting
Professor with the Dept. of Informatics, Univ. of loannina (1996-1999), Greece and with the Dept. of
Education of Technology & Digital Systems, Univ. of Piraeus (2001-2004), Greece. He has written two books

on Security and Coding Theory and has published over forty papers on the subjects of security and privacy
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in international journals and conference proceedings. As representative of the Hellenic Data Protection
Authority, he has been a member of several national committees and EU working groups. He is also a board

member of the ‘Scientific Council for the Information Society’.

Cagatay Karabat
National Research Institute of Electronics and Cryptology, Turkey

Cagatay Karabat has received his B.Sc. from the Department of Electronics Engineering at Istanbul
University in 2003 with first rank and he completed M.Sc. degree in 2005 from the Department of
Computer Science and Electronics Engineering at Sabanci University, Istanbul, Turkey. His master and
doctorate thesis are about the Robust Blind and Non-Blind Watermark Detection Methods and Privacy and
Security Aspects of Multimedia Technologies respectively. His research interests include Biometrics,
Biometrics Security Systems, Privacy-Preserving Systems, Digital Watermarking Systems, Steganography,
Perceptual Image Hashing and Cryptographic Protocols. Cagatay Karabat has an active role in writing
national and international project proposals and is the contact person in TUBITAK UEKAE liable from the
multimedia technologies related projects. He is the co-coordinator of the “Multimedia Security
Technologies” project supported by the Turkish Government. Besides, he is the work-package leader of FP7
ICE project which is focused on RFID. He is now in close collaboration with universities, companies and
other stakeholders to investigate new joint project opportunities with EU’s research entities. He is also

working as a FP7 expert at ICT and ICT PSP calls.

Neil Robinson

RAND Europe, UK
Neil Robinson is a Senior Analyst at RAND Europe. Neil recently led the study for ENISA into Incentives and
Challenges for Information Sharing for CIP. Additionally, Neil is leading the study for DG Information Society
into the Privacy, Security and Trust aspects of Cloud Computing a Study for the Dutch Government into
Public Sector Strategies for Cloud computing, a study for a US law firm into e-Disclosure and implications
for EU privacy law and a study for the UK Home Office into valuing privacy/security/inconvenience trade-
offs. Neil recently led the RAND Europe internally funded study into understanding the trade-offs of
individuals across privacy, security and liberty and has also led the 2008 review of the EU Data Protection
Directive for the Information Commissioner’s Office (ICO). Neil is also presently leading the pan European
comparative study on legislative and non-legislative instruments to combat identity theft for the European
Commission DG Justice Freedom and Security. Neil has led a number of projects which sit at the
intersection between security policy and social or economic needs including a study for the National

Policing Improvement Agency (NPIA) on a Systematic Search of the literature on ANPR, a study for DG
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Information Society & Media on the Security challenges to the use and deployment of disruptive
technologies and a study for the UK Security Service on an overview of technologies for counter-terrorism
and security. Neil has also led studies for the UK Defence Science and Technology Laboratory (DSTL),
Ministry of Defence and Neil also manages RAND Europe’s framework contract with DG Justice Freedom
and Security. Finally, Neil is a member of the European Biometric Experts Stakeholder Network (BEST) and
is a founding member of an international Working Group on Critical Infrastructure Protection (CIP) chaired

by Dartmouth University.

Aljosa Pasic
Atos Origin, Spain

Aljosa Pasic works as a department director at Atos Research & Innovation, based in Madrid, Spain. He
graduated Information technology at Electro technical Faculty of Technical University Eindhoven, The
Netherlands, and has been working for Cap Gemini (Utrecht, The Netherlands), mainly in financial and
defense sectors, before joining Sema Group Spain (now part of Atos Origin) in 1998. During the past twelve
years he participated in many European research and development projects related to ICT security and e-
government, often acting as a project coordinator. Since 2003 he is certified as Project Manager
Professional (PMP) and collaborates with several international organizations such as ENISA, EQS, ERCIM or
IFIP. He has published many research articles and has taken an active role in international conferences.

Email: aljosa.pasic@atosorigin.com

Peter J. Hustinx
European Data Protection Supervisor (EDPS)
Peter J. Hustinx (1945) has been European Data Protection Supervisor since January 2004 and was re-
appointed by the European Parliament and the Council in January 2009 for a second term of five years. He
has been closely involved in the development of data protection legislation from the start, both at national
and at international level. Before entering his office, Mr. Hustinx was President of the Dutch Data
Protection Authority since 1991. From 1996 until 2000 he was Chairman of the Article 29 Working Party. He
received law degrees in Nijmegen, the Netherlands, and in Ann Arbor, USA. Since 1986 he has been deputy

judge in the Court of Appeal in Amsterdam.

Nigel M. de S. Cameron
Centre for Policy on Emerging Technologies

Nigel M. de S. Cameron is President and CEO of the Center for Policy on Emerging Technologies in

Washington, DC. He has been a Research Professor and Associate Dean at the lllinois Institute of
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Technology where until 2008 he was Director of the Center on Nanotechnology and Society. In 2003 he co-
founded the Institute on Biotechnology and the Human Future. He recently edited Nanoscale: Issues and
Perspectives for the Nano Century (2007); other books include The New Medicine: Life and Death after
Hippocrates(1991). He has been a visiting scholar at UBS Wolfsberg in Switzerland, and a featured speaker
at the Aspen ldeas Festival and Global Health Forum. He has served on the advisory boards of
Nanotechnology Law and Business, the Converging Technologies Bar Association, and the World Healthcare

Innovation and Technology Congress.

Cameron has represented the United States on delegations to the United Nations General Assembly and
UNESCO, and been a participant in the U.S./EU dialogue Perspectives on the Future of Science and
Technology. He is a member of the Executive Committee of the U.S. National Commission for UNESCO, and
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What makes our task difficult?

NASSCOM®

The traditional vs modern

Challenges to Cyber Crimes (US Do])

- Technological challenges - While it is possible to
trace an electronic trail, the task has become very
difficult because of the skill and technology that
allow near-absolute anonymity for the cyber-
culprit.

- Legal challenges - Laws and other legal tools to
combat crime lag behind the rapid changes
afforded by technology

- Resource challenges - These refer to the problem
of lack of sufficient experts, or the lack of an
adequate budget for new technologies as well as
for the training of personnel.

DATA

SECURITY
DS s ANASSCOM? Initiative

OF INOIA

NASSCOM’

Need of the hour

¢ Need for a comprehensive Data Security and Data
Privacy Framework is the Key

e To be supported with a robust Cyber Forensics
Framework will be the key.

o For faster off-take and sharing of expertise, PPP are
the way forward. RISE is a classic example of this
approach.

* "Governments need to commit to funding the resources
and also seek industry partnership needed to combat
cybercrime ,streamline law enforcement efforts and
coordinate police actions across national borders* -
NCFTA, USA

NASSCOM’



Already in Place

Where is it pinching?

A comprehensive IT legislation

Democracy, proven, vibrant and

robust!!!
e Independent Judiciary and various
Statutory Bodies
e Huge and tremendously growing IT
industry
D S | Y wsscows e NASSCOM®

Cooperation does exist. However, there is need for improvement:
e Raising awareness

¢ Need to enhance culture of cooperation at national level between
administrative and judicial authorities and industry

¢ Need to enhance LEA cooperation across Member States
* Need for international cooperation and dialogue beyond India

Developing expertise:

¢ Training of judges and prosecutors is a challenge

« Balancing privacy rights vs business interests and, privacy rights
vs. National Security concerns

¢ Overcoming legal challenges created by the variety of legal
systems

T,
DS e e @
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Cyber Security Initiative of

NASSCOM & DSCI

e Lack of sharing of Best Practices and implementation
framework.

e Lack of “Trusted” Two-Way information sharing
relationships with Law enforcement & IT experts.

e Compelled vs. Voluntary information sharing -triggers
legal issues.

e Lack of Neutral space to analyze/triage open source or
Industry owned intelligence (Meet in the middle

space)
e - Real lack of training for forensic/investigative
process
D S ': I E??E‘:c:iy;i NASSCOM?® Initiative NASSCOM®

¢ Cyber Security initiative of NASSCOM-DSCI is a credible
and accepted Industry promoted model positioned as a
Neutral platform for IT industries to collaborate with
L.E.A in Cyber Forensics training/support

¢ Provides a platform for exchange of information
between L.E & Industry

e Leverages the industry expertise for helping the
goverments and LEA

¢ Proactively works with LEA and, helps police officers

as needed.
¢ The intiatives is taken forward under the India Cyber
Labs Project.
D S '3 I E??E‘ZC:'JEYANASSCOMS Initiative NASSCOM®




Cyber labs

 NASSCOM-DSCI has established 7 cyber labs meant for the
training the LEA in the areas of
- Cyber crime investigation
- Computer forensics
- Other online crimes

* The cyber labs are established under the PPP model with the
respective State Police,

e Mumbiai city police,

e Thane city police,

e Pune city police,

e Bangalore- Criminal Investigation Department (CID)
e Chennai - Tamilnadu Police Academy

e Gurgaon, Haryana- Haryana Police Academy

e Hyderabad- Crime Investigation Department (CID)

T
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Cyber Crime Investigation Manual

A NASSCOM & DSCI PROJECT

¢ NASSCOM-DSCI trying to fill the gap of nonexistence of
SOP(Standard Operating Procedures) in Cyber Crime
Investigations in India.

e Organized several consultations with the leading LE
investigators, academia and industry partners across the
country to understand the expectations.

¢ Manual looks upon the following

- Best practices for handling the digital evidence

- Interpretation of criminal provisions(involving cyber crimes) under
I.T Act 2000(amendments 2008) and other laws

- National /International nodal agencies contacts
- Dealing with the expert opinion offering organizations
- Do’s & Don’t’s while dealing with digital evidence etc.,

T,
DS e e @
SPUNSA A NASSCOM?® Initiative NASSCOM

Summary

e A roadmap for creation of
infrastructure / expertise /
institutional arrangements for
national digital crimes / high-tech
crimes investigation capabilities is
being supported by NASSCOM-DSCI.

T
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e Indian IT industry is at the forefront of promoting Data
Security and Privacy - meeting the stringent legislative
and, client requirements nationally and, globally

e Working at Policy level with federal government to put
in place appropriate legislations

e DSCI championing Data Security Framework (DSF®)
and, Data Privacy Framework (DPF®) - a
comprehensive industry supported SRO initiative.

e Building a national capacity to deal with post-incident
response to IT security threats / breaches, by building
forensics / incident handling capacity.

T
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Thank You

pratap@nasscom.in
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|deal Response m

* Appropriate Legislations

. !.arger Awareness / culture of Cyber Securty in all
its dimensions

* Industry Intiatives

» Appropriate Technical Competencies -
* Speeds up proper preservation of evidence
* Leveraging subject matter expertise
* Provide voluntary assistance & referrals

Vicious Cycle of Denial! m

» Threat Landscape is not fully understood.
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The India Cyber Labs

* An Initiative of Data Security Council of India &
NASSCOM

« Governments, Law Enforcement (States and Central),
BFSI and IT / ITES industry

« Academia
» Prosecution, Judiciary and Defence Services
» Close co-ordination with agencies like MIT, Cert-IN

IT Act, 2008 - Amendments

O New definitions include ‘communication device’, ‘cyber café’, ‘cyber security’, ‘electronic signature’,
and ‘Indian Computer Emergency Response Team’, and ‘intermediary’.

O Intermediaries: Chapter XII on network service providers has been renamed as “Intermediaries not to
be liable in certain cases”

O Data protection new section 43A; existing section 43 strengthened source code
O Penalty for breach of confidentiality and privacy: new section 72A

O Cyber crimes: new sections for 66A to 66F; 67A to 67C - unauthorized access, offensive messages,
identity theft, impersonation, violation of privacy, and cyberterrorism; transmitting obscene material,
child pornography

O Interception and blocking: 69A and 69B

ORetention and preservation of traffic data and information by intermediaries, and other
computer resources- 67C, 69B

QCritical information infrastructure protection - sections 70A and 70B on a nodal agency, and for
CERT-In to respond to incidents including notifying breach of incidents

O Examiner of Electronic Evidence
QO Electronic Signature: the Act has been made technology neutral.

QO Electronic contract formation: Section 10A provides for validity of contracts formed through
electronic means.

QO Audit of electronic records: Section 7A provides for audit of documents maintained in electronic
form.

QO Encryption: Section 84C enables the central government to prescribe the modes or methods of
encryption for secure use of the electronic medium and for promotion of e-governance and e-commerce

Virus, spam, identity theft, cyber terrorism

Section 66: aligned with section 43 on compensation against damage. In addition to the compensation u/s
43, a person who dishonestly or fraudulently gains access to a computer system and damages it or
diminishes its value or causes disruption, will also be punished with imprisonment of up to three years
and/or a fine of five lakh rupees. (hacking, spreading of virus)

- Sub-section 66A: provides for punishment for sending offensive messages, including attachments,
through communications service - up to three years imprisonment, and/or a fine. (Spam)

- Sub-section 66B: provides for punishment for dishonestly receiving stolen computer resource or
communication device — up to three years imprisonment, and/or a fine of one lakh rupees.

- Sub-section 66C: provides for punishment for identity theft - up to three years imprisonment,
and/or a fine of one lakh rupees. (Identity theft)

- Sub-section 66D: provides for punishment for cheating by personation - up to three years
imprisonment, and/or a fine of one lakh rupees.
- Sub-section 66E: provides for punishment for violation of privacy - up to three years

imprisonment, and/or a fine of two lakh rupees. (for intentionally capturing, publishing or
transmitting the image of a private area of any person without his or her consent) - (violation of
physical privacy)

- Sub-section 66F: provides for punishment for cyber terrorism - up to life imprisonment. Cyber
terrorism is defined as causing denial of service, illegal access, introducing a virus in any of the
critical information infrastructure of the country defined u/s 70 with the intent to threaten the unity,
integrity, security or sovereignty of India or strike terror in the people or any section of the people;
or gaining illegal access to data or database that is restricted for reasons of the security of state or
friendly relations with foreign states.

Pornography, child pornography

- Section 67: it has been revised to include the transmission of obscene material
in electronic form in addition to its publishing. Punishment for publishing or
transmitting obscene material in electronic form has, however, been reduced
from five to three years, while the fine has been increased from one to five lakh
rupees. For second offence, imprisonment has been reduced from ten to five
years, and fine increased from two to ten lakh rupees.

- Section 67A: provides for punishment for publishing or transmitting of material
containing sexually explicit act in electronic form - imprisonment of up to five
years and a fine of ten lakh rupees; for second offence imprisonment of up to
seven years and a fine of ten lakh rupees.

- Section 67B: provides for punishment for publishing or transmitting of material
depicting children in sexually explicit act in electronic form — imprisonment of up
to five years and a fine of ten lakh rupees; for second offence imprisonment of
up to seven years and a fine of ten lakh rupees.

- Section 67C: provides for preservation and retention of information by
intermediaries as may be specified for such duration and in such manner and
format as the central government may prescribe. Failure comply shall be
punishable by imprisonment of up to three years and a fine.




Penalties and Adjudication

Qa Section 43: Compensation for damage to computer systems
- Unauthorized access to a computer resource
- Copying of data
- Introducing of a contaminant
- Causing damage
- Causing disruption
- Causing denial of access
- Helping another person to access unauthorisedly
- Amended to include stealing of computer source code for which compensation
can be claimed. (Computer source has been defined)

QO Section 43A: Data protection made more explicit through this clause; provides for
compensation to an aggrieved person whose personal data including sensitive
personal data may be compromised by a company, during the time it was under
processing with the company, for failure to protect such data whether because of
negligence in implementing or maintaining reasonable security practices.

QO Section 72A: Penalty for breach of confidentiality and privacy: Provides for
punishment for disclosure of information in breach of a lawful contract. Any person
including an intermediary who has access to anP/ material containing personal
information about another person, as part of a lawful contract, discloses it without
the consent of the subject person will constitute a breach and attract punishment
with imprisonment of up to three years, and/or a fine of five lakh responsible for
breaching data confidentiality, under lawful contracts, to justice.

Law of Digital Evidence in India

» Derived from the amendments made to Indian Evidence
Act

» Consequent to the passing of Information Technology Act 2000

- Effective from October 17, 2000
» Gave legal recognition to Electronic documents

» Defined “Digital Signature” as a means of authentication of an
electronic document

» Imposed certain presumptory value to digitally signed electronic
documents

» Defined “Admissibility of Evidence” under Indian Evidence Act

www.cyberlawcollege.com naavigvenl i

What Constitutes Evidence?

 Indian Evidence Act (Sec 3) amended to include Electronic
documents

* Evidence means and Includes Electronic
Records produced for inspection of the court

» Electronic Record" means data, record or data generated, image or
sound stored, received or sent in an electronic form or micro film or
computer generated micro fiche

www.cyberlawcollege.com naavigvari in
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Admissibility of Electronic Records

« 65B (IEA). (1) Notwithstanding anything contained in
this Act, any information contained in an electronic
record which is printed on a paper, stored, recorded or
copied in optical or magnetic media produced by a
computer (hereinafter referred to as the computer
output)

» shall be deemed to be also a document, if the conditions

mentioned in this section are satisfied in relation to the
information and computer in question and

« shall be admissible in any proceedings, without further proof or
production of the original as evidence of any contents of the
original or of any fact ' stated therein of which direct evidence
would be admissible.

www.cyberlawcollege.com nea@venl Fhn

NAELSCOM

Crime Trall

Traditional
Crime Scene

Cyber Crime
Scene

Wiping Drives m

Physical WIPE — Drive 0

Logical WIPE — Drive F:

MBR| C:\ D:\ E:\
NTFS | FAT32 NTFS

Counter Forensics m

*What is counter forensics?

*A deliberate attempt to hide evidence from Law Enforcement.

«Securing personal information.

*Privacy in a public environment.

*Protecting corporate data.




Hidden Partitions

« Remember this? 200Gb

N I
Y

30Gb 170Gb

This could be a hidden DOS/Window
Partition or a Linux Partition.

What is in here?

Primary Partition
running Windows XP

Could this indicate Counter-Forensics at play?

Counter Forensics m

*What can the knowledgeable user do to frustrate law
enforcement?

v' Standard Windows application settings
v’ Specialized software

v Encryption

v" Removable/external Media

v Multi-boot systems

v Hidden partitions, etc.

ﬂ

pecialized Software

+ Tweak Ul from Microsoft
v'Clear Document History on exit
v'Change standard folder locations

» Evidence Eliminator (www.evidence-eliminator.com)

v'"Well-known, comprehensive product

» Evidence Blaster (www.evidence-blaster.com)

v'Newer product, similar to Evidence Eliminator
but not as comprehensive

Other Counter Forensic Techniques m

Removable/external media
v Keep incriminating data off the main system

v’ Store it offsite

Wireless Hard Drive

Camera Memory

External Hard Drive MP3 Player




_32?)9 ,3,@

EBF e Biometrics as the linking pin

EUROPEAN BIOMETRICS FORUM

stored formal/root identities

(personal information, biometrics) Pseudo‘lc‘legt.mes / 3-‘11‘3555

biometrics for public administrations: o
how do things connect?

L)

%
iy

EBF - EBF -
EUROPEAN BIOMETRICS FORLM H].Story EUROPEAN BIOMETRICS FORLM ID Systems ln Europe
[CAO doc9303 Study by Ministry of the Internal of Portugal (2009)
= oC
- EC 2252/2004 * European countries differ widely in the way they
« set up identity infrastructures
- VIS/SIS-II + BMS » consult and avail identity data

» frame their legal approach to identity fraud
Future:
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EBF -
R Context and business case

- ‘war’ against terrorism (US presure)
“The overwhelming sentiment of most particpants [i.e. EU member States] was clear: US policy and
regulations where forcing European countries to move too quickly to adopt policies of questionable
merit.”
(source: European Forum for Travel Documents, report meeting July 2003)

- biometrics is the (political) answer

- increased focus on cooperation for EU internal security

=

- Dutch Passport Act

Approved by Senat June 9, 2009
First fingerprints taken September 21, 2009

Biometric data (face + 2 fingers + 2 extra fingers) will be stored as part of the
(central) public administration database

Purpose of the database

)
EBF'(/

EURDPEAN BIDMETRICS FOALM

Council of Europe -1-

CJ-PD - European Committee on Legal Cooperation

Recommendations by the CJ-S-IT (Group of Specialists on Identity Management and
Terrorism, 2004):

“Advances in document security are likely to complicate terrorists’ operational
planning, but will not deflect them from performing attacks”

=

EBF

EURDPEAN BIDMETRICS FOALM

Council of Europe -2-

- CJ-PD - European Committee on Legal Cooperation -

“Strengthening document security and document issuing procedures, especially in
order to verify the identity of applicants, taking into account especially on how this
could be done by facilitating the identification of persons who have changed their

names or who have several names, nationalities, travel or identity documents”
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EBF EBF Evolving purpose 2000-2010

EUROPEAN BIOMETRICS FOALM . EUROPEAN BIOMETRICS FOALM
Priim -1-
Treaty of Priim (also Schengen III) FROM TO
“Stepping up of cross-border cooperation, particularly in combating terrorism, cross- look alike fraud identity fraud
border crime and illegal migration, [...] to play a pioneering role in establishing the storage on chip decentralized storage
highest possible standard of cooperation, especially by means of improved exchange )
of information, particularly in combating terrorism, cross-border crime and illegal decentralized storage central storage

migration, while leaving participation in such cooperation open to all other Member

= =
E.E..Ewm.a.um Que stions E.E..Ewm.a.um

- to what extent can public administrations evolve towards searchin
registers for law enforcement purposes : THANKS
- what is the exact defenition of an AFIS (comp. “Civil” AFIS)
- can a centralized public administration containing fingerprints
evolve into an AFIS
- how can we make an ethical assessment on the use of biometrics for Q&A
public administrations if we do not know the exact meaning of it’s




RISE Workshop 2010 1

Biometrics for Identity Documents
and Smart Cards: policy and
technological challenges

Dr. Andrzej Drygajlo

Speech Processing and Biometrics Group
Swiss Federal Institute of Technology Lausanne (EPFL)

School of Criminal Justice
University of Lausanne
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ECOLE POLYTECHNIQUE
FEDERALE DE LAUSANNE

école des sciences criminelles

institut de police scientifique

BIOMETRICS CENTER

COST 2101 Action 2
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2101

BIOMETRICS FOR IDENTITY DOCUMENTS <<<<
AND SMART CARDS <<<<<<<<<<<<<<<<<<<<<<

European Cooperation in the field of Scientific and Technical Research

Core Applications 3
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Global System for Biometric authentication (GSB) 4

e There is obvious need for fundamental research in the
domain of a Global System for Biometric
authentication (GSB) using identity documents and
smart cards, and COST 2101 Action contributes to this
research work.

e The reason for mobile phones’ ubiquity is the GSM
(Global System for Mobile communication) standard.
The early standardisation co-operation throughout
Europe (COST Action) on GSM has put Europe’s
industry in a leading position for future generation
mobile phones developments.
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