











Privacy Concern

Privacy Concerns

* |s Biometric Compatible with Privacy ?

* What Protection required to prevent Privacy Invasion ?
* How Biometric data can be misused ?

* How its benefits outweigh the potential risks?
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Best Practices

Best Practices

Data

* Scope and Capabilities Protection
= Scope Limitation
= Limited storage of Biometric information

= Evaluation of potential system capabilities — User control
Sest Practice

« Data Protection Hed
= Protection of Biometric information
= Limited Access Disclosure,
. ion of Biometric ir ion auditing,
= Protection of post match Biometric information ountability,
oversight

* User Control of Personal Data
= Ability to un-enroll
= Correction & update access to Biometric information
« Disclosure, Auditing, Accountability, Oversight
= System purpose & enrollment disclosure
= Third party audit, accountability & oversight
= Disclosure of Biometric information protection
= Disclosure of Audit data
= Use of Biometric information disclosure

= Disclosure of enrollment, verification & pl
= Di of indivi & entities ible for operations and oversight
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Components of Deloitte’s
Privacy Approach

Components of Deloitte’s Privacy Approach

The approach to privacy & data protection is built around a structured remediation
roadmap and incorporates a risk-based approach

The challenges our approach addresses are:

Meeting employee / public concerns and
managing perceptions

Planning for a multi-regulatory
environment

Understanding global data flows & data
leakage risks

Creating compliant systems for legal &
regulatory requirements

Validating maps of personally identifiable
information

Managing the data lifecycle
Defining metrics and effective reporting
Adopting value throughout the enterprise
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